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Executive Summary
Modern, and forever advancing, surveillance camera technology provides increased potential for the gathering and use of images and associated information. These advances vastly increase the ability and capacity to capture, store, share, and analyse images and information. This technology can be a valuable tool in the management of public safety and security, in the protection of people and property, and in the prevention and detection of crime.
However, the evidence base is mixed in relation to its potential to reduce violent crime, so the use of these systems for safety benefit needs to be balanced against the potential harms.
Technological advances can also provide greater opportunities to safeguard privacy. Used appropriately, current and future technology can and will provide a proportionate and effective solution where surveillance is in pursuit of legitimate aims and meets a pressing need.

[bookmark: BackgroundToPolicyAndKeyPoints]1.0	Introduction 
1.1	It is acknowledged that CCTV can not only play an important role in helping reduce crime and reducing the fear of crime but also in increasing people’s perceptions of safety and in learning from safety events. Its use has been effective in managing security incidents and also in providing evidence for use in 	criminal cases where illegal action has taken place on Trust premises.
1.2	East London NHS Foundation Trust (ELFT) operates Closed Circuit Television systems (herein referred to as CCTV) at its premises. CCTV systems are subject to a host of legislation and laws governing their use, which ELFT and 	its staff must adhere to.  
1.3	While a variety of systems are in use throughout the Trust, corporate protocols must be adhered to, to document operational use. Further guidance on these protocols will be given in section 5 of this policy.
1.4	This document provides policy and guidance on its use, supporting 	documentation and any restrictions governing the use of CCTV systems in all 	ELFT premises where CCTV images are recorded or monitored.  
[bookmark: _Toc297205763][bookmark: _Toc297205936][bookmark: _Toc297208798][bookmark: _Toc297208933][bookmark: _Toc297209181][bookmark: _Toc297285637][bookmark: _Toc297288471][bookmark: _Toc297293272][bookmark: _Toc297299521][bookmark: _Toc80171397][bookmark: PurposeAndScope]2.0	Purpose and scope
2.1	The purpose of this document is to inform staff, visitors, service users and other 	professionals delivering services surrounding CCTV, as to the rules for use and 	limitations of CCTV systems installed on Trust premises.
2.2	This policy is applicable to all Trust premises using CCTV systems and must be adhered to by all permanent and temporary staff and visiting contractors. 
	The types of CCTV systems covered by this policy includes but is not limited to: 
· CCTV in car parks
· CCTV in receptions monitoring main entrances
· CCTV and audio used in family rooms
· Cameras used in clinical settings 
· Cameras in vehicles 
· Contractor’s use monitored systems for site security.
· COVID temperature monitoring
· Drone cameras
· Monitoring devices in meetings rooms for occupation 
· Safety monitoring devices used for lone working

2.3	A CCTV Working Group was established to address the following issues:

· Absence of defined strategy or outlined rationale for CCTV use.
· The current way of using CCTV could impact the rights of service users and staff.  Without a holistic evaluation, the Trust was unable to balance risks/ needs with potential impact on individuals or groups.
· Increasingly CCTV was being used within legal interfaces and our position for use in such cases required clarification.

The following outputs were also agreed:
 
· To obtain service user perspective of the use of CCTV on our wards.
· Finding out what our regulators (CQC), legal requirements and best practice tells us
· Benchmarking with similar organisations.
· Evaluation of CCTV access and use across different services, including CCTV access 
· Feedback Ethics group

On taking into account the above, this policy was developed and distributed to all relevant parties as part of the consultation process.

[bookmark: _Toc285532575][bookmark: _Toc285534356][bookmark: _Toc286150886][bookmark: _Toc294264163][bookmark: _Toc294264693][bookmark: _Toc294264911][bookmark: _Toc294269659][bookmark: _Toc294269739][bookmark: _Toc294269965][bookmark: _Toc295475382][bookmark: _Toc295482762][bookmark: _Toc297205764][bookmark: _Toc297205937][bookmark: _Toc297208799][bookmark: _Toc297208934][bookmark: _Toc297209182][bookmark: _Toc297285638][bookmark: _Toc297288472][bookmark: _Toc297293273][bookmark: _Toc297299522][bookmark: _Toc80171398][bookmark: Responsibilities]3.0	Duties and Responsibilities
3.1	The responsibilities of the following are shown at Appendix A
· Authorised Persons 
· Health, Safety & Security Committee
· Information Governance Steering Group 
· ICT 
· Risk & Governance
· Data Protection Officer
· Estates and Facilities Department
· Local Site Service Managers 
· Staff 
· Contractors and specialist suppliers 
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[bookmark: DefinitionsUsed]4.0	Definitions

4.1	There are a number of definitions and acronyms used throughout this policy. They may be found at Appendix B. 
[bookmark: _Toc328400775][bookmark: _Toc80171400][bookmark: CCTVPolicy]5.0	CCTV Policy
[bookmark: _Toc285532577][bookmark: _Toc285534358][bookmark: _Toc286150888][bookmark: _Toc294264165][bookmark: _Toc294264695][bookmark: _Toc294264913][bookmark: _Toc294269661][bookmark: _Toc294269741][bookmark: _Toc294269967][bookmark: _Toc295475384][bookmark: _Toc295482764][bookmark: _Toc297205766][bookmark: _Toc297205939][bookmark: _Toc297208801][bookmark: _Toc297208936][bookmark: _Toc297209184][bookmark: _Toc297285640][bookmark: _Toc297288474][bookmark: _Toc297293275][bookmark: _Toc297299524][bookmark: _Toc328400776][bookmark: _Toc80171401]5.1    	Purpose of CCTV
	CCTV is used by ELFT for the following reasons:
· To assist in providing a safer and more secure environment where service users, visitors and staff can feel at ease; 
· To help reduce the number of incidents of crime and reduce the fear of crime; 
· To assist the Trust in identifying incidents that require emergency service attendance on health and safety grounds; 
· To assist the Trust in investigating safety incidents which occur on its premises and to support learning within services and more widely; 
· To assist the Trust in investigating complaints and concerns, including those raised by regulatory bodies; 
· To provide ELFT with evidence that can be used both in internal disciplinary processes, and if required, to support criminal or civil proceedings in the courts. 

The Trust has registered the reasons for CCTV use with the Information Commissioners Office.  There is separate provision for the guidance on the use 	of video cameras for recording patient assessments or treatment.  
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The use of CCTV within NHS Trusts is governed by several pieces of statute law and guidance documents. A list of identified laws and guidance are included at Appendix C.
5.3 	System Installation and Use
5.3.1	It is recognised that the use of CCTV is not the single answer to security 	problems on Trust premises and will not combat issues arising without the support and actions of staff, patients and visitors.  A complete security 	management solution needs to be provided which takes into consideration all physical, procedural and relational security requirements.  CCTV does however provide the means by which security related incidents are detected, prevented or investigated and provides evidence to law enforcement agencies to support criminal prosecutions.
5.3.2	The use of CCTV varies by service, according to the risk at each site. Generally, CCTV systems are located at strategic points on each site at perimeter entrance/exit points and in communal areas. Systems should not be deployed in areas where patient dignity or privacy is affected (i.e.) in clinical 	examination rooms, bedroom or sleeping areas or within toilet facilities. Whilst the extent of CCTV coverage will vary across our sites, none will be monitored in live time.
5.3.3	All new CCTV requests are to be signed off at DMT including a named 	professional for safeguarding and also by the Trust’s Data Protection Officer 	(DPO). The capital projects board must ensure that any requests for new CCTV 	have received sign-off from both DMT and safeguarding.
5.3.4	At each site, there should be a manager responsible for the use and management of the CCTV system, who will ensure that the centralised CCTV register is kept up to date. This register will be used to record where the system 	has been deployed (including a schematic map of camera locations), all maintenance issues, etc. The register should be maintained so that evidence of Data Protection Act compliance can be achieved.  
5.3.5	Similarly, systems should not be used to monitor staff activity (i.e. to monitor time keeping or performance) as this is not a listed purpose for use, although 	there may be occasions where the use of CCTV to monitor staff activity is justified, in combination with other procedures that protect the welfare or safety of individuals.  
5.3.6 Once in situ, care should be taken to ensure that CCTV camera coverage is not blocked through the addition of new buildings or furniture.  Where foliage or plants are in close proximity, these should be regularly pruned to ensure that camera vision is not blocked.

5.3.7 All cameras need to be sited visibly so they can be clearly seen. Use of covert CCTV (directed) surveillance is not permitted by this NHS organisation. In the extreme event that consideration is given to such a tactic, this would need to be directed and led by the Metropolitan Police, in accordance with the Regulation of Investigatory Powers Act 2000 (RIPA).	
5.3.8	According to the type of site, CCTV system images (data) are recorded and 	retained securely.  Protocols exist for access to such images, as per 	paragraphs 5.8 to 5.10.
5.3.9	Signage - at all sites, clear signage must be in place to inform service users, 	staff, visiting contractors and visitors as to the presence of the CCTV system, 	purpose, and who it is controlled by.
5.3.10	The use of CCTV systems for use in seclusion rooms is subject to additional legislation under the Human Rights Act, ICO Guidance and the Data Protection Act.  Rules regarding its use can be found at Appendix D. 
5.3.11	All CCTV systems must be procured and installed following the principles of Data Protection by Design. Where a CCTV system is installed on ELFT 	premises, all devices must comply with the requirements of the Data Security and Protection Toolkit and any other technical, security and data protection compliance requirements. Computers, where CCTV visuals are held, must be up to date and supported by operating systems that are patched and updated regularly and in line with Information Security Policies. Access control must use strong passwords. Network or internet connected devices must, where possible be strengthened and run antivirus that is regularly updated. These services can only be installed on the ELFT corporate network in collaboration with ICT.  
5.3.12	Changes to buildings and services – where changes take place to a clinical 	service or building, the risk assessment should be reviewed to ensure the 	CCTV system is still applicable and each camera is required and has the correct 	field of vision etc. The CCTV plans and risk assessment should be updated 	with any changes and issued to the IG team. 
5.3.13	Login accounts created to provide access to the system should follow the 	password security requirements of the Information Security Policies. Generic (team or service named) accounts should be used in preference to individual named accounts. The passwords for individual accounts must not be shared under any circumstances. The owner of the generic account is responsible for ensuring that only authorised persons are given access, that a log of authorised persons is kept, and that the password is changed regularly. The password must be changed immediately if there are personnel changes or there is any indication that the password is known by someone not authorised. 
	Where possible, login accounts created in the system should be role based 	providing the correct level of access. Admin accounts must be limited only to 	personnel that require them.  Personnel with admin accounts must agree to the 	Trusts Administrator Access Agreement.

5.4    Monitoring/Viewing of Images
5.4.1	Viewing of live images on monitors should usually be restricted to the operator unless the monitor displays a scene which is also in plain sight from the monitor 	location (Information Commissioners Office CCTV Code of Practice (2017) (https://ico.org.uk/media/1542/cctv-code-of-practice.pdf).  Images of areas to which the public have no access should not be visible on monitors.  Recorded 	images should also be viewed in a restricted area, such as a designated secure 	office where possible, and should not in any event be visible to service users 	or members of the public.  
5.4.2	CCTV is not to be used to complete any level of observation on patients by staff 	as this does not allow opportunity for engagement. There are systems in place across the Trust (such as Oxehealth) which afford this functionality, but they do not constitute CCTV systems. Staff should not attempt to locate patients by watching the monitors through their shift –where CCTV is available and in use, it should not be a substitute for delivering direct care to a service user. 
5.4.3	Requests by Police to view images must be handled in accordance with 5.9 	below.
5.4.4	Access to view any images is restricted to Borough Lead Nurses, matrons and 	ward managers
5.4.5	CCTV footage may be viewed as part of a post-incident safety review with the patient safety staff member and where possible their manager.  Otherwise, a local lead taking part in the review is appropriate, in order to provide contextual and system factor understanding in line with PSIRF principles.
5.5    Training of Staff and Operators
5.5.1	Staff should be appropriately trained in the use of CCTV equipment and the legislative restrictions for its use (see Appendix C). Where outsourced security guards are employed to actively monitor Trust CCTV systems, they should be suitably accredited (Security Industry Authority - SIA) for CCTV use and locally trained in the use of systems.  Training must ensure that operators are aware 	of the consequences of misuse of any CCTV system and the procedures for handling data requests by subjects or law enforcement agencies.
5.5.2	System training - Staff will be trained initially when a system is installed on use 	of the system. Training handouts will be provided for new staff. 
5.6     Recording of Images
5.6.1	ELFT reserves the right to record and produce recordings or images as part of any civil, criminal proceedings or other court or tribunal proceedings brought by or against the Trust. The Trust also reserves the right to use CCTV footage as part of disciplinary proceedings, where applicable. 
5.6.2	All images are digitally recorded and stored securely on networked recorders. The footage is overwritten on an absolute rotation period of generally 31 days depending on the system.  Hardware should be configured to ensure that once the maximum retention time has been achieved, historical images are over-written by new images.  The recording of images is limited to Trust properties and steps must be taken to ensure that there is no collateral intrusion of private residences or property surrounding Trust premises.  
5.6.3	Please refer to Appendix D for guidance on the use of CCTV cameras within 	Seclusion facilities. 
5.7	Storage and transmission of Images
5.7.1	Images are retained for no longer than is absolutely necessary, in accordance with data protection legislation. Images are stored by secure means in 	approved locations on the ELFT network to which only authorised personnel have access. Images shall be treated with the same level of security afforded to patient records and confidential data, and where possible should be included in a patient’s clinical record, if applicable. 
5.7.2	Where CCTV footage is to be transferred within ELFT, the footage must be 	transferred from employee to employee directly, on an encrypted medium if 	possible. 
5.7.3	Deletion of images (other than the over-writing of historic images) is strictly 	limited to system administrators.
5.8      Access to Recorded Images by Data Subjects
5.8.1	Data subjects have a right in law to view any data held about them and this extends to CCTV images. Data subjects can request to view or receive a copy 	of CCTV footage on which they are present as part of a Subject Access Request 	(SAR) and all requesters should be directed to that. (Appendix H) 
5.8.2	Services will be required to process and fulfil the request. Where a Subject Access Request is made, the request must be made via the agreed Trust 	process. If a disabled person finds it impossible or unreasonably difficult to make a subject access request in writing, reasonable adjustment will be made under the Disability Discrimination Act 1995 for any disabled person unable to 	make a SAR in this manner. Should a Subject Access Request be received from a data subject that relates to images held by another Trust or host Organisation, the individual should be referred to that Organisation rather than acting as a ‘Third Party’ request acting on behalf of the subject. 
5.8.3	Services must have adequate ability to review any footage requested, and to 	ensure that it can be properly redacted where appropriate prior to disclosure.
5.8.4	A written response to the request must be sent to the data subject within one 	calendar month of receipt of valid documentation that satisfies data protection 	requirements regarding consent and identity. This will be done via the agreed 	Trust process and local managers should not respond directly to data subjects. 
5.8.5	Where a request is made by a data subject which may adversely affect a 	criminal or terrorist investigation in progress, or other legal or disciplinary proceedings, the request will be considered to see whether the disclosure of any CCTV imagery would potentially prejudice the proceedings. If it is felt that it would, the request can be refused for the duration of the proceedings. If appropriate, data subjects will be informed as to the refusal of request and a 	full justification supplied within the stipulated one calendar month. 
5.8.6	Any footage provided to a data subject must be reviewed prior to disclosure and any images of other patients and staff should be pixelated or otherwise obscured. 
5.9	Access to Recorded Images by Police and other Law Enforcement Agencies
5.9.1	Where Police Officers require to view recorded CCTV images, a log should be made within the CCTV Register as to the reason of viewing and the details of 	the Officers viewing any footage. 
5.9.2	When a recorded copy is required for evidential purposes, Police Officers 	should be asked to submit a formal request for access to personal data, 	according to the Trust’s agreed process for requesting CCTV footage. A 	template document is available for use and for viewing so that staff can 	recognise the information required on the document.  Police Forces will 	generally submit their own localised version of this document which should be 	considered	in the spirit of the Trust’s template document. Every effort should 	be made by the Trust to provide a timely response when dealing with 	image requests from the Police. 
5.9.3	A duplicate copy of any footage which is provided to the police should be 	retained by the service producing it, and stored securely and in line with the 	Trust’s Information Security Policies. This footage should be retained until the 	conclusion of any associated proceedings. 
5.9.4	Subject access requests will be managed via the Information Governance 	Teams and work with local management to support decision making. Where 	required, decision will be escalated to appropriate senior managers for 	consideration. (Appendix H)
5.10	Access to CCTV for the purposes of safety incident reviews 
5.10.1	Accessing CCTV imagery is like accessing a person’s clinical record; you must have an appropriate reason to do so. CCTV can be a useful tool and form part 	of an incident review under a number of circumstances as outlined in the Quick 	Reference Guide, see Appendix I. This guidance is not exhaustive and further guidance can be sought from Information Governance Team.
5.10.2	For any potential serious incident review, the Borough Lead Nurse or their 	deputy should request a download of the incident covering 24 hours prior to the 	incident and 2 hours after. This can then be handed over to the Patient Safety 	Lead Reviewer
5.11	Access to Recorded Images by Third Parties
5.11.1	Access to images must be strictly limited to organisations in accordance with 	the purposes to which the system is used.  Access shall be limited to:

· Police Forces for the purposes of identifying individuals who may be involved in criminal or terrorist activity. Further details on this are included within the Quick Reference Guide. 
· Other relevant law enforcement agencies (not limited to but including HMRC, UKBA, SOCA and Security Services) for the purposes stated above.
· Other emergency services for the purposes of maintaining security of the premises or the investigation of criminal or terrorist activity.
· Prosecution authorities (e.g.) Crown Prosecution Service.
· The Local Authority for the purposes of Safeguarding investigations, information sharing which includes sharing CCTV can be facilitated in these circumstances
· Professional bodies such as the GMC and NMC, under specific circumstances. 
· Other relevant legal and other organisational representatives.

Section 115 of the Crime and Disorder Act 1998 creates a power to share information to the Police Authorities, local authorities and health authorities.

5.11.2	Requests made for access by individuals who are not data subjects and acting 	on their own will be denied in accordance with the Freedom of Information Act 2000, Data Protection Act 2018 and other associated legislation, unless they can demonstrate that they are acting on behalf of a data subject (for example, their solicitor). There may be cases where an individual does not have the mental capacity to manage their own affairs. There are specific provisions 	within the Data Protection Act 2018 enabling a third party to exercise subject 	access rights on behalf of such an individual, if they can demonstrate that they have the data subject’s consent, or power of attorney or similar. 

5.12	CCTV Log Book 

5.12.1	Each site must keep a CCTV Log Book consisting of a System Check List 	(Appendix E), CCTV Viewing Log (Appendix F) and CCTV Downloading Log 	(Appendix G) to record any access to the CCTV system.

5.12.2	A monthly check of the system should be carried out and a record of the results 	should be included in Appendix.

5.13	Unauthorised and Inappropriate Access to Images
5.13.1	Where it is established that images have been released without proper consent, 	or have been accessed inappropriately, this shall be classified as an 	Information Governance incident and must be reported on the InPhase Incident Reporting System. The incident will be investigated via the normal incident investigation process and steps taken to ensure a re-occurrence does not occur. This could include disciplinary action against the staff member(s) in question. 
5.14	Copying and Handling of Recorded Images 
5.14.1	Where copies of video images or still photographs are made of images, such copies shall be recorded in the CCTV register, secured by a nominated 	manager. All copies made shall be sealed in a tamper evident bag and marked 	with a unique identifying mark. Upon providing a copy of CCTV footage to a data subject, outside agency, etc, a record of what has been provided must be made in the centralised CCTV register. This must include contact details for the person who the footage has been provided to. 
5.14.2	Subsequent copies shall not be made from the initial copy, but from the original source. Where a copy is made for use by police or other agencies, a second copy should be made for retention until any subsequent case is closed.  All such copies are to be sealed in evidence bags, identified and retained securely 	as per any other patient identifiable data. Once complete, copies are to be 	destroyed, and the destruction recorded in the centralised CCTV Register. 
5.15	Repeated or Unreasonable Requests
5.15.1	The Data Protection Act does not limit the number of subject access requests an individual can make to an Organisation. However, it does allow some discretion when requests are made at unreasonable intervals. The Trust is not obliged to comply with an identical or similar request to one that has already been dealt with unless a reasonable interval has elapsed between the first and subsequent requests. The Information Governance Team can advise services 	about such requests should it become necessary.
5.16	Requests to Prevent Processing of Data  
5.16.1	Where an individual seeks that the Trust stops processing personal data about them, further advice should be sought in the first instance from the Data 	Protection Officer.
5.17	Housekeeping 
5.17.1	Site managers, Estates and Facilities and the Safety Team will ensure that 	CCTV systems are installed and maintained in a manner likely to result in good 	quality images being available for criminal proceedings should the need arise. 
5.18	Audits 
5.18.1	After a CCTV system has been installed or altered an audit should be undertaken to ensure the system is compliant with this policy and the ICO requirements, i.e. is the system addressing the reason it was installed for, 	training is completed, and records have been provided. 
5.18.2	Breaches of Policy - Misuse of CCTV equipment and unauthorised processing of data may be criminal offences under the Data Protection Act will be reported on the Trust’s Incident Reporting system. 
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6.1	The Trust is committed to complying with all legislation and will undertake to 	maintain good practice at all times. Scheduled inspections are undertaken 	locally on each site to ensure that requirements continue to be met.
[bookmark: _Toc80171403][bookmark: SupportingDocumentationAndReferences][bookmark: _Toc328400780]7.0	Supporting Documentation and References

· Data Protection Act 2018 (DPA) 
· UK General Data Protection Regulation 2021 (UK GDPR) 
· Human Rights Act 1998 Article 8 (HRA)
· Regulation of Investigatory Powers Act 2000 (RIPA)
· Freedom of Information Act 2000 (FOIA)
· Data Protection CCTV Code of Practice - Revised Edition 2017 issued by the Information Commissioners Office (https://ico.org.uk/media/1542/cctv-code-of-practice.pdf) 
· Private and Voluntary Health Care Regulations 2001 - Paragraph 16 (4)
· Making and using Visual and Audio Recordings of Patients – April 2011 - General Medical Council 
· Mental Health Act Commissioner’s Guidance ‘The Use of CCTV in NHS and Independent Mental Health Units’. 
· Information Security Policies
· NHS Data Security & Protection Toolkit
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A. Responsibilities of Key Staff 
B. Definitions and Acronyms
C. Legal Framework
D. Rules for use of CCTV in Seclusion Facilities
E. Subject Access Request Form (SAR)
F. Quick Reference Guide (QRG) for staff 
G. Flowchart for use of CCTV during internal investigations
H. Application for Access to Recorded Images
 I.  Quick Reference Guide for Accessing CCTV Recordings for safety reviews
J.  Use of CCTV during internal investigations only
























Appendix A 
RESPONSIBILITIES OF KEY STAFF

	Individual / group
	Responsibility

	Chief Executive 
	· The Chief Executive has overall responsibility for CCTV systems although authority may be delegated to appropriate staff for the compliance, planning, procurement, installation, operation and maintenance of CCTV systems

	Health and Safety Committee
	· Development and review of this policy in accordance with the responsibilities of the group (as defined in their terms of reference)
· Approval and ratification of this policy in accordance with the Policy for Policies Policy

	Information Governance Steering Group
	· Investigation of complaints received from the ICO 
· Review of IG incident investigations, if required 
· IG advice 
· Responsible for ensuring that Surveillance Camera arrangements comply with the Data Protection Act

	Data Protection Officer 
	· Oversee the provision of data protection and information governance advice relating to this policy 
· Responsible for ensuring this policy complies with all data protection legislation requirements, including the Information Commissioner’s Office (ICO) CCTV Code of Practice 
· Responsible for ensuring organisational compliance with this policy 

	Health, Safety & Security Manager 
	· Policy lead
· Oversee the provision of clinical security advice relating to this policy 
· Provision of security related advice to clinical staff and clinical services

	ELFT Risk & Governance Team
	· Hold a central library of Trust-wide policies and archived policies
· Allocation of policy / procedure reference numbers for Trust-wide documents 
· When the policy is due for review, send out reminder to policy lead 3 months prior to this date

	Estates and Facilities Department
	· Receive instruction, procure and oversee specialist competent suppliers for installation of CCTV systems – with support from Trust’s Procurement Team.
· Ensure that systems and suppliers comply with the ICO CCTV Code of Practice and other local technical requirements 
· Liaise with contractors to schedule maintenance of CCTV systems throughout Trust estate where identified.

	Site Service Managers and Local Managers (Responsible person)
	· Daily housekeeping of CCTV systems to ensure serviceability
· Reporting of faults to Estates and Facilities Helpdesk 
· Responsible Person (those staff trained) responsible for the day-to-day safe operating of CCTV equipment on behalf of the Trust whilst carrying out their daily duties 

	ICT
	· Ensure that any devices connected to the corporate network are up to date and maintained with support, antivirus and patches. Ensure that records are be maintained.
· Ensure that systems and Suppliers comply with the DSPT and the Information Security Policies.

	Staff
	· Adherence to agreed policy and procedures
· In instances where a variance from a policy or procedure is being considered, this should first be authorised by a more senior colleague and the reasons for the variance clearly documented and reported to the relevant group/committee




Appendix B 
DEFINITIONS AND ACRONYMS

There are a number of definitions and acronyms used throughout this policy. They are listed as follows:
CCTV - Closed Circuit Television – An enclosed system of video cameras which sends images to either a recording device or monitor for viewing purposes.  
Covert - In this context, covert describes the use of CCTV cameras in such a manner that subjects (i.e. those being recorded or monitored) are unaware of its presence.  Covert CCTV may be used by the Trust, however this will be strictly limited to specific criminal investigations and will be solely authorised by the Chief Executive of the Trust. Rules governing the use of covert CCTV may be gained from: www.legislation.gov.uk (Regulation of Investigatory Powers Act 2000).
Data - is defined within the Data Protection Act 2018 and in the context of CCTV means information (images) which:
(a) 	are being processed by means of equipment operating automatically in response to instructions given for that purpose, 
(b) 	are recorded with the intention that they should be processed by means of such equipment, 
(c) 	are recorded as part of a relevant filing system or with the intention that they should form part of a relevant filing system, 
(d) 	does not fall within paragraph (a), (b) or (c) but forms part of an accessible record as defined by section 68; or 
(e) 	are recorded information held by a public authority and does not fall within any of paragraphs (a) to (d). 
Data controller - a person who (either alone or a nominated deputy) determines the purposes for which and the manner in which any personal data are, or are to be, processed.  As a public authority, ELFT is registered as a data controller in respect of the Data Protection Act 2018.
Data subject - means an individual who is the subject of personal data.  Within the context of CCTV, this relates to a person who is being recorded or monitored by one or more of the Trusts CCTV cameras. 
DSPT – Data Security & Protection Toolkit.  Mandatory IG and cybersecurity requirements.
Information Commissioner’s Office (ICO) - means the regulator for data protection compliance in the United Kingdom. 
Personal data / Special Category Data – the definitions laid out in the Data Protection Act (2018) apply. 

Personal data – means information relating to an individual which can identify that individual either 
(a) from that data, or
(b) from that data and other information which is in the possession of, or is likely to come into the possession of, the data controller, 
and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual.
Special Category data - means personal data consisting of information as to -
· the racial or ethnic origin of the data subject,
· their political opinions,
· their religious beliefs or other beliefs of a similar nature, 
· whether they are a member of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
· their physical or mental health or condition,
· their sexual life,
· the commission or alleged commission by them of any offence, or
· any proceedings for any offence committed or alleged to have been committed by them, the disposal of such proceedings or the sentence of any court in such proceedings.

Trust - refers to East London NHS Foundation Trust. (ELFT)
										














Appendix C 
LEGAL FRAMEWORK
The use of CCTV within NHS trusts is governed by several pieces of statute law and guidance documents. This policy is covered by the UK General Data Protection Regulation 2021 (UK GDPR), Data Protection Act 2018, Human Rights Act 1998, the Information Commissioner’s Office CCTV Code of Practice 2017, and the Surveillance Camera Code of Practice 2013. These include, but are not limited to:

Data Protection Act 2018

The Data Protection Act (DPA) 2018 is an Act of Parliament which defines UK law on the processing of data on identifiable living people. It is the main piece of legislation that governs the protection of personal data in the UK. 
ELFT is formally registered to process personal data with the Information 	Commissioner’s
Office (ICO). The ICO is the statutory regulator for the Data Protection Act. 	This 	means that the Trust takes corporate ownership of data processing and 	that workers carrying out duties on the Trust’s behalf do not need to be 	registered in their own right.  It has registered its use of CCTV systems for the 	following purposes:
“Crime Prevention, Detection, Apprehension and Prosecution of Offenders”.
“This includes the use of closed circuit television for the monitoring of and collection of sound and/or visual images for the purpose of maintaining the security of the premises, for preventing crime and investigating crime”.
Images that are processed by the Trust must comply with the seven key data protection principles laid out in the UK GDPR, which ar
· Lawfulness, fairness and transparency 
· Purpose limitation 
· Data minimisation 
· Accuracy 
· Storage limitation 
· Integrity and confidentiality (Security) 
· Accountability 






The Human Rights Act 1998 – Article 8 - Right to respect for private and family life
The Human Rights Act 1998 is an Act of Parliament which received Royal Assent on 9th November 1998, and mostly came into force on 2nd October 2000. Its aim is to "give further effect" in UK law to the rights contained in the European Convention on Human Rights (EHCR). The Act makes available in UK courts a remedy for breach of a Convention right, without the need to go to the European Court of Human Rights in Strasbourg.
Article 8 of the Act states:
· Everyone has the right to respect for his private and family life, his home and his correspondence.
·  There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.

Regulation of Investigatory Powers Act (RIPA) 2000
Following the introduction of the Human Rights Act, RIPA was introduced to regulate the powers of public bodies whilst carrying out surveillance, investigations and intercepting communications. It was introduced to take into account technological advances in communication methods such as the Internet and encrypted communications.
Freedom of Information Act 2000 (FOIA)
Public authorities are subject to the Freedom of Information Act 2000, or the Freedom of Information (Scotland) Act 2000. This Act allows members of the public to request official information by writing to the public authority, who must respond within 20 working days. If the images are those of the person making the request, then the request would be handled under the Data Protection Act as a Subject Access Request. If, however, other people are identifiable in the CCTV pictures, then the images would be considered personal information and it is likely they would be exempt from the Freedom of Information Act.
Data Protection CCTV Code of Practice – Revised Edition 2017 - Information Commissioners Office
The objective of the code is to help ensure that good practice standards are adopted by those who operate CCTV. If they follow its provisions, this not only helps them remain within the law but fosters public confidence by demonstrating that they take their responsibilities seriously.

            Private and Voluntary Health Care Regulations 2001 - Paragraph 16 (4) 
Ensures that suitable arrangements are made by healthcare providers to give suitable regard to privacy and dignity of all patients.  
Making and using Visual and Audio Recordings of Patients – April 2011 - General Medical Council 
Guidelines for the use of visual and audio recording devices are provided by the General Medical Council.  This guidance covers visual and audio recordings of patients made and used in any circumstances where doctors work in a professional capacity. This includes recordings made:
· On healthcare premises within or outside the UK, and/or
· as part of the assessment, investigation or treatment of patients’ condition or illness, and/or
· for purposes such as teaching, training or assessment of healthcare professionals and students, research, or other health-related uses which are not designed to benefit the patient directly, described as ‘secondary purposes’ in this guidance.




Appendix D 
RULES FOR USE OF CCTV SYSTEMS IN SECLUSION ROOMS

The use of CCTV in areas where patients may sleep has limitations under the Human Rights Act.  
The following rules should be implemented to ensure the highest possible degree of patient dignity and privacy where CCTV is used within seclusion rooms:

THE USE OF CLOSED-CIRCUIT TELEVISION (CCTV)
Where CCTV or other monitoring devices are installed in seclusion rooms, their use is an addition to and does not replace the provision of physical monitoring of a patient.
Any use of CCTV or other monitoring device must:
a) Ensure viewing is restricted to designated personnel as per approved site protocol.
b) Be evident and clearly labelled.
c) Be incapable of recording and be incapable of storing a patient’s image on a tape, disc, hard drive or in any other form and be incapable of transmitting images other than to the monitoring station being viewed by the health professional responsible for the health and welfare of the patient.
d) Must not be used if a patient starts to act in a way which comprises his or her dignity.
e) Have a clear written policy in relation to its use.
Sites must ensure that they disclose the existence and usage of these cameras to patients and/or their representatives and the Care Quality Commission during any inspection of the site or at any time on request.








Appendix E
SYSTEM CHECKS

An authorised manager employed by the system operator should carry out a monthly check of the system and record the results below. Any issues should be immediately reported to the system owner and the system maintenance co.

	Date of check
	

	Is the system date & time correct?
	

	Are all cameras displaying the feed on the monitor?
	

	Are all cameras covering the intended areas?
	

	(1) Select a 60 second timeslot within the past 30 days. Has the footage been recorded?
Which camera and time did you select?
	

	(2) Select a 60 second timeslot within the past 30 days. Has the footage been recorded?
Which camera and time did you select?
	



	If any issues have been identified, record the job no. given by the system maintenance company,
	



	Checks completed by

	Name
	

	Position
	

	Signature
	






Appendix F 
CCTV REVIEW LOG

The system operator must log every time a CCTV recording is reviewed and by whom it was reviewed.

	Date & Time
	Footage Date & Time
	Camera Number(s)
	Operator & Viewer Name(s)
	Reason for viewing

	
	From
	To
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	



Appendix G 

CCTV INCIDENT DOWNLOAD

[bookmark: OLE_LINK29][bookmark: OLE_LINK30]Provision of Image to 3rd Party or Police for Legal Purposes


	Date of incident:

	
	Description: 
	Outcome:

	Time of incident:

	
	








	

	Camera location:

	
	
	

	Operator:

	
	
	

	
Issue of Copy of Image


	Reason for Provision
	
	Legal Proceedings/Subject Access/Other (delete where applicable)

	Date of Creation 
	Time of Creation 
	Operator 
	Tape/USB/ CD/DVD Identifier 

	Crime/Incident No 
	

	Reason for Access 
	

	Police Officer /3rd Party name 
	
	

	Police Station/ 
3rd Party Address 
	
	

	Telephone numbers
	
	Date of Handover 
	

	Signature
	

	
Date of Destruction/Return
	

Method of Destruction
	

Operator 

	
	

	

	Retained Copy of Image


	Date of Creation 
	Time of Creation 
	Operator 
	Tape /USB/CD/ 
DVD Identifier 

	
	
	
	

	Notes


	Date of Destruction 

	Method of Destruction 
	Operator 
	Date of Destruction 





Appendix H

APPLICATION FOR ACCESS TO RECORDED IMAGES (subject access request)
.
The information requested below is to help East London Foundation NHS Trust to
a)	Satisfy itself as to your identity and
b)	Find any relevant data heldSECTION 1	ABOUT YOU


	Title (tick box)
	Mr
	
	Mrs
	
	Miss
	
	Ms
	

	Other title (e.g. Dr)
	

	Surname/family name
	

	First name(s)
	

	Maiden name / former name
	

	Sex (tick box)
	Male
	
	Female
	

	Height
	

	Date of Birth
	

	Place of Birth
	Town	County



	
Your current home address (to which we will reply)

A telephone number will be helpful in case we need to contact you
	

	
	

	
	

	
	Post code

	
	

Tel No.



If you have lived at the above address for less than 10 years, please give your previous address(es) for this period


	Previous Address(es)
	

	
	

	Dates of Occupancy
	From
	To

	
	

	Dates of Occupancy
	From
	To

	
	



To help establish your identity, your application must be accompanied by TWO official documents that, between them, show your name, date of birth and current address

For example, birth/adoption certificate, driving licence, medical card, passport or other official document that shows your name and address

Also TWO recent photographs of yourself, one of which if full face and the other a side perspective

Failure to provide this proof of identity may delay your application
SECTION 2	PROOF OF IDENTITY

SECTION 4	DECLARATION
Delete as appropriate
view the information and receive a permanent copy?
only view the information?
a)
b)
You have a right, subject to certain exceptions, to receive a copy of the information in a permanent form. Do you wish to:
SECTION 3	SUPPLY OF INFORMATION

	
DECLARATION (To be signed by the applicant)

	I have read and understood the accompanying information explaining East London Foundation NHS Trust’s policy in relation to the purpose of the CCTV surveillance and the arrangements for access to recorded images.
I certify that the information that I have supplied in this application is true and accurate and that I am the person to whom it relates.
I understand that it is necessary for East London Foundation NHS Trust to confirm my identity and that it may be necessary to obtain more detailed information in order to locate the correct information.
I enclose a non-refundable payment of £10 for the search to be completed.

	Signed by
	
	Date
	

	WARNING: A PERSON WHO IMPERSONATES OR ATTEMPTS TO IMPERSONATE ANOTHER, MAY
BE GUILTY OF AN OFFENCE


SECTION 5	TO HELP US FIND THE INFORMATION
Please ensure that all Sections are completed before returning the form

	Were you (tick box)

	A person reporting an (alleged) offence or incident?
	

	A witness to an (alleged) offence or incident?
	

	A victim of an (alleged) offence or incident?
	

	A person accused or convicted of an offence?
	

	Other – please explain
	

	Date(s) and time(s) of incident
	

	Place incident happened
(e.g. Visits Hall, Broadmoor Hospital)
	

	Vehicle Registration Number (if you believe that your image was captured whilst you were there travelling in your vehicle)
	

	Brief details of incident
	



Use separate sheets if required
	Before returning this form please check:
	· Have you enclosed TWO identification documents?
· Have you enclosed TWO recent photographs?
· Have you signed and dated the form?
· Have you included a stamped addressed envelope for the return of proof of identity/authority documents where appropriate?


NOTE: East London Foundation NHS Trust reserves the right to obscure or suppress information relating to other third parties (under the terms of the Data Protection Act 1998)
	SIGNED
	
	DATE
	


A written response to your application will be made within 21 days
Further information and advice may be obtained from:
http://www.ico.org.uk/




















Appendix I

QUICK REFERENCE GUIDE (QRG) FOR ACCESSING CCTV RECORDING FOR SAFETY INCIDENT REVIEW PURPOSES 
 

 
1. Introduction. 

Accessing CCTV imagery is like accessing a person’s clinical record; you must have an appropriate reason to do so. CCTV can be a useful tool and form part of an incident investigation under a number of circumstances as outlined in this guidance. This guidance is not exhaustive and further guidance can be sought from Information Governance Team. 
 
2. When to consider accessing CCTV 

· Any incident where the severity is rated moderate or above 
· Where the person has been subject to a restrictive intervention (restraint/seclusion/rapid tranq) to ensure the intervention was appropriate and carried out in line with approved techniques 
· Following an allegation which requires investigation
· Where a crime may have been committed (allegations of theft/sexual assault/physical assault etc.) 
· Where an incident has resulted in an injury to staff, patients or visitors 
· Where concerns have been raised in relation to the care and treatment provided to a service user
· In connection with legal proceedings.
 
3. When NOT to access CCTV 

· To monitor activity of staff/patients in real time – this would constitute surveillance  
· To check if staff are arriving late/ leaving early from their shift. 
· To check on staff activity (unless there is an alleged offence) 
· To check what staff are wearing  
· To check on deliveries to the ward (unless there is an alleged offence; for example, missing medication/drugs being hidden in deliveries) 
· To look at an incident if you are not involved with the review or investigation  
 
4. Who within your service should have access to CCTV
 
The only people who should have access to a CCTV system will be the Matron/Ward Manager/Service Manager and Site Service Manager. No other staff should have access to CCTV systems at all.  
 
These staff members should ensure they have access to CCTV to assist with incident reviews for incidents as described above. They should also have the ability to bookmark images and transfer them to DVD/encrypted USB stick where appropriate. Site Support Managers may also be able to bookmark footage and support the clinical management in accessing footage.  
 
There should be arrangements to access CCTV footage out of hours, in case of emergency. If the out of hours incident is not serious, the Ward Manager should be informed to bookmark and save the footage on the first working day after. If the incident is serious, the on-call member of staff can contact the Site Service Manager or CCTV Engineer for login details to access the system in an emergency.  
 
5. Who may request to view CCTV 

· Police – they may request footage to investigate a crime or where a vulnerable person has been reported as missing. Different circumstances will determine the speed at which this access may be required. Where there is an immediate and pressing safety issue where access is needed, this will be facilitated immediately. Advice and support on the decision making for this can be provided by Matrons and the Senior Nurse / Manger on Call out of Hours. Where the request is not urgent a request from the Police via the normal process will be required 
· The Local Authority for the purposes of Safeguarding
· Risk & Governance – where requested to support an investigation 
· Legal team – for the purpose of providing it to criminal, civil or other 	courts (e.g. Inquests)
· Local management in line with access detailed in section 2 of this QRG
· People and Culture Team  
· Regulatory bodies i.e. NMC, GMC etc  
· Staff,  patients and other individuals - there are certain circumstances in which individuals can legitimately request footage which they are present on in line with Subject Access Requests  
 
6. How should CCTV footage be provided?
  
If CCTV footage is being provided to a third party/organisation, the following must be considered:  
· Footage disclosed as part of a Subject Access Request (SAR) should only contain the images of the requester. All other individuals in the footage (staff or patients) should be removed.  
· Footage should always be saved in the native format.  
· Footage should be encrypted if possible.  
· Where not encrypted, the footage must be stored and transmitted securely.  


 
7. Documentation 

Each site must keep a register locally to record any access to the CCTV system. This register must be completed on each occasion CCTV is viewed and must include the following information:  
· Date/time system accessed  
· Member of staff accessing system  
· Details of other people viewing/downloading footage (inc. Police, etc)  
· Date/time of footage accessed/downloaded  
· Camera numbers/locations of footage viewed/downloaded  
· Reason for viewing/downloading footage  
· Where footage is bookmarked and reference to any investigation which is being considered / which is underway
 
.  
Appendix J
USE OF CCTV DURING INTERNAL INVESTIGATIONS only 
[image: ]
Following the completion of any internal review or investigation, the CCTV footage should be retained with the investigation report and papers by the commissioning manager in accordance with record retention procedures.
During the course of an investigation a request may be received from someone involved in an incident to view the CCTV. If so, the investigator needs to consider the impact this could have on the investigation. There is no requirement on investigators to disclose information including CCTV prior to an interview. It is for the investigator to decide.
If an investigator intends to introduce CCTV into an interview of someone involved in the incident, it should form part of the interview plan and structure. This will in turn determine the reasons why the footage is to be shown and at what point of the interview it should be presented. The investigator(s) must be careful not to disclose anything that may influence the interviewee’s recollection of events before a statement has been made.




During the initial response to the report of an incident, it is important that the responding manager (e.g. Site Manager/ Unit Coordinator/ Duty Senior Nurse/ On Call Senior Manager) ensures that the CCTV footage is preserved and secured. In doing so, they should bear in mind that the CCTV footage that does not directly show the incident may be just as relevant as that which does.



An investigator should be appointed as soon as possible and review the CCTV footage together with the other evidence. It may not be appropriate for someone involved in the incident being there initially.  It could be in some cases staff involved in the incident MAY be requested to review the CCTV footage to confirm/corroborate information that may need further clarification. 
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