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1. Introduction 

This plan provides the overarching procedures for managing business disruptions, regardless of cause, to ensure that, at a minimum, the Trust is able to provide its critical functions and prioritise service recovery.
The plan can be activated in response to a business continuity incident or in support of a major incident. This plan may be activated on its own to support an internal business continuity event or in support of the Incident Response Plan, as part of a response to a Major Incident.
The plan is not a standalone plan and where relevant should be used in conjunction with, the Trust’s emergency preparedness plans;
· Incident Response Plan
· Service Business Continuity Plans
· Heatwave Plan
· Severe Weather Plan
· Flooding Plan
· Fuel Shortage Plan
· Communication Strategy and Plan during Major Incident
· Accelerated Discharge Plan

This plan will be exercised, reviewed and updated at regular intervals to determine whether any changes are required to procedures or responsibilities. Reviews should also occur because of legislative changes, technological change or because of identified best practise from internal or external sources.


2. AIM
This plan is intended to assist the Trust by way of an overall approach with responding to incidents and disruptions that affect the delivery of all or part of the services the Trust provides so that critical and essential care to the communities the Trust serves can continue to be offered.

3. Objectives
The Objectives of this plan are to ensure that:
1. The Trust is compliant with its legal and regulatory obligations;
2. Key teams and services are identified and protected, ensuring their continuity;
3. Stakeholder requirements are understood and can be delivered;
4. Staff, service users and the public are properly communicated with;
5. Staff receive adequate support in the event of a disruption;
6. The Trust’s supply chain is secure and resilient.

4. PLAN ACTIVATION
This plan may be activated by the Director on-Call, any Director or the Chief Executive.
Out of hours, if the event that the Director on-Call is not contactable, the Manager on-call may activate the plan and should assume the responsibilities of Director on-Call until relieved.
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  4.1 THE PLAN SHOULD BE ACTIVATED WHEN:

· A service disruption to a service assessed as critical or essential cannot be resolved within normal management frameworks
· The disruption is likely to result in severe harm or the death of service users as a lack of direct clinical intervention for longer than 24 hours
· Loss or partial loss of one or more major facilities of the Trust has been sustained
· One or several Trust services experience surge conditions (there is an increase in demand that cannot be met or the Trust is unable to meet normal demand due to diminished resources)
· the Incident Response Plan is activated




Figure 1Incident Decision Flowchart
Does the incident cause a disruption to our service?


Does the incident cause, or is it likely to cause, such numbers or types of casualties as to require special arrangements to be implemented by the Trust?

Can our normal services deal with it in the course of their day-to-day operations?
It IS a Major Incident
It IS a Business Continuity Incident
It is NOT a Major Incident
N
How can I tell if it is a Major Incident? busine
Y
Does the incident present a serious threat to the health of the community?
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Y
Y
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5. Priority Ratings

When responding a disruption or major incident, the Trust will not be expected to keep all its services operating at business as usual levels; instead, it will prioritise service delivery to ensure the continuation of  its critical and essential activities. To achieve this, staff and resources from lesser priority services may be redeployed elsewhere in the directorate or wider Trust. 
For business continuity and recovery decision making processes, these priorities are defined as: 
	Category
	Potential or real impact assessment

	1
Low 
(Insignificant)
	Function can be suspended for up to 1 week
· Potential impact on individual/family members, visitor, contractor, staff: 
negligible
· Number of persons affected: N/A
· Potential impact on organisation: No risk to the Trust. No impact on service.  No impact on environment. No impact on KPIs, targets.
· Financial impact/complaint/litigation: Theft/Loss <£1K. Complaint unlikely. Litigation risk remote. Financial impact on service <£100

	2
Medium 
(Minor)
	Function can be suspended for up to 3 days
· Potential impact on individual/family members, visitor, contractor, staff: Low. Non-permanent harm. First aid. Minor injury or illness up to 1 month. Increased length of stay 1-7 days.
· Number of persons affected: Very few 1-2.
· Potential impact on organisation: Slight impact on service/environment. Reversible impact on KPIs and targets.
· Financial impact/complaint/litigation: Theft/Loss >£1K. Complaint possible. Litigation <£50k. Financial impact on service £100 - £5k

	3
High 
(Moderate)
	Function can be suspended for up to 24 hours
· Potential impact on individual/family members, visitor, contractor, staff: Moderate. Semi-permanent harm up to 1 year. Increased length of stay/level of care 8-15 days
· Number of persons affected: Small numbers 3-5.
· Potential impact on organisation: Some service disruption. Possibility of adverse publicity. Moderate impact on environment. Limited impact on KPIs and targets.
· Financial impact/complaint/litigation: Theft/Loss £5k-£25k. Complaint expected. Litigation possible £50k-£500k. Financial loss to service £5k-£100k.

	4
 Critical 
(Major)














	
Function can be suspended for up to 12 hours
· Potential impact on individual/family members, visitor, contractor, staff: Severe. Permanent harm/injury. Permanent incapacity. Extensive injuries/increased length of stay/level of care >15 days
· Number of persons affected: Moderate 16-50.
· Potential impact on organisation: Service restriction. Reputation impact. Adverse publicity/media coverage. Major impact on environment. Impact on KPIs and targets over a period of time.
· Financial impact/complaint/litigation: Theft/Loss £25k-£200k. Complaint expected. Litigation £500k-£1m. Financial £100k - £5m.









	5 
Essential 
(Catastrophic)
	A function that be suspended for up to 4 hours 
· Potential impact on individual/family members, visitor, contractor, staff: Death (1 or more)
· Number of persons affected at one time: >50 people affected by an event
· Potential impact on organisation: National media interest, significant damage to reputation. Severe loss of confidence in Trust. Extensive injuries/increased length of stay/level of care >15 days. Loss of capability. KPIs and targets will not be achieved over a significant period of time.
· Financial impact/complaint/litigation: Theft/Loss over £200k. Litigation >£1m. Financial impact to service >£5m



Services that fall into the essential or critical categories are:

	Directorate

	Essential Priority – needs to be maintained 

	City & Hackney 
Tower Hamlets
Newham
Luton & Bedfordshire

	All Psychiatric Intensive Care Units
All inpatient services
Acute Homecare Teams
Rapid Access Interface and Discharge
Single point of access 
Rapid intervention/response 
Community nursing and Therapy services 
Hospital in reach,  discharge and intermediate care services 
Palliative Care

	Forensic Services
	All wards

	Community Health Newham 



Tower Hamlets Community Health Services 
	All Extended Primary Care Services, including Telehealth and therapies
Phlebotomy
East Ham Care Centre inpatient wards (Sally Sherman and Fothergill)


Rapid Response
Intermediate Care
EPCT including Night Team
Foot Health Emergency Clinic
Neighbourhood Care Service

	Specialist Services & Children Services
	Coburn Centre
Sickle Cell & Thalassaemia Team
Looked After Children Team
Children Community Nursing Team (also includes Epilepsy, Dietetics and Diana Team,)
Children’s Therapies Team (Speech and Language Therapy, Occupational Therapy and Physio Therapy)
Child Development Centre (Paediatricians and Psychologists)


	Directorate

	Critical Priority – can be suspended for up to 12 consecutive hours 

	Transitional Primary Care Teams







Tower Hamlets Community Health Services
	Vicarage Lane Health Centre Practice (Newham)
The Centre Manor Park Practice(Newham)
The Greenhouse Practice (Hackney) 
Health E1 (Tower Hamlets)
Cauldwell Medical Centre
London Road Health Centre
Leighton Road Surgery
Grovebury Road Surgery 


Continuing Health Care Team
Care Navigation






Local business continuity plans give details of how these high priority services are maintained during a disruption.

6. Business Continuity Response Aims

The aims of the overall business continuity response are to:

· Alert and mobilise the relevant staff and cascade any necessary internal alerts;
· Evaluate the extent of the disruption/damage and the potential consequences;
· Mitigate the effects of the disruption, regardless of cause, once it has occurred; 
· Minimise the reporting lines to prevent miscommunication and ensure a co-ordinated response;
· Ensure the continuation of critical services until the disruption is over; and
· Organise the return to normal working after the disruption as rapidly and efficiently as possible.

7. Roles and RESPONSIBILITIES

chief executive

The Chief Executive has overall responsibility for the Trust discharging its responsibility as a Category 1 Responder under the Civil Contingencies Act 2004. The planning and preparedness activities are overseen by the Accountable Emergency Officer

accountable emergency officer (AEO)

The Chief Operations Officer is the nominated Trust Accountable Emergency Officer (AEO) who is responsible for ensuring the full implementation of the trusts Business Continuity Management Strategy BCMS (on behalf of the Chief Executive). The AEO may be called upon to help in the response of any incident which results in this plan being activated.

emergency preparedness & resilience manager

The Emergency Planning Manager is responsible for assisting the AEO in implementing the Business Continuity Management System and where available may be asked to provide advice during the incident response.
All staff

All staff have a role to play in business continuity in raising alerts, assisting service leads/managers in keeping the service running as normal as possible, and being flexible in their working arrangements. The loss of staff strategy, section 9.4 sets out details in full relating to staff during business continuity incidents.

Directors/heads of SERVICE/service LEADS
 
Directors/Heads of Service/Service Leads Role 

Directors/Heads of Service/Service leads keep their business as usual role in a business disruption and are responsible for the coordination of the team and functions for which they are usually responsible. All Heads of Service/service leads need to be aware of their team’s critical and essential activities and ensure that appropriate business continuity plans are in place.

              Directors/Heads of Service/Service Leads Responsibilities

The main responsibilities of the service leads are to:

· Coordinate team response
· Ensure incident is escalated as appropriate
· Ensure business continuity actions listed within service plans are completed
· Ensure that the business continuity response is appropriately resourced 
· Ensure that recovery plans are put in place as soon as is practicable
· Consider asking part time staff  to temporarily increase their contractual hours;
· Consider asking staff to cancel any non-urgent meetings
· Consider asking staff to cancel annual leave
· Ensure that stand-down is appropriately communicated
· Ensure that appropriate debriefing has taken place


business Continuity leads

Business Continuity Lead Role 
Each Directorate has identified an EPRR lead who will act as the business continuity lead on a directorate level. The role of the business continuity lead is to ensure business continuity management arrangements are implemented within the services. 
The business continuity lead for a service is stated in each service’s business continuity plan where the communication processes between the key people in a service is set out. 
Business Continuity Lead Responsibilities
The main responsibilities of the business continuity leads are to:

· Ensure that appropriate Business Continuity Plans are completed for each service.
· Ensure that Business Continuity Plans are cascaded to appropriate staff within their remit who are given appropriate training; and
· Ensure that Business Continuity Management Plans are reviewed annually or sooner as appropriate:

            
Director/Director on-call  
            
Director/Director on-call Role
The role of the Director on-call is to receive notification of a business continuity event, communicate this appropriately and initiate a response by forming an Incident Management Team according to Action Card – Director on-call. During hours, the Director on-call may be handing this responsibility to the Operational Director or a nominated deputy. See Action Card Appendix D.

Director/Director On-call Responsibilities 
The main responsibilities of the Director/Director On-call are to: 
· Liaise with Directors/Heads of Service/Service Leads to gain an overview of the status of the services in the trust;
· Ensure situation reports are completed and returned within agreed timeline
· Agree all internal directorate mutual aid requests
· Review all external directorate mutual aid requests and escalate as appropriate 
· Inform the Chief Operations Officer or Director On-call of any disruption to any critical/essential services and the actions being taken to resume them to business as usual levels; and
· Escalate any requests for resources from outside of the Trust to the Chief Operations Officer or Director On- call. 

ON-CALL MANAGER/DUTY SENIOR NURSE or CLINICIAN

On-call Managers/Duty Senior Nurse or Clinician Role

Provide a point for services to escalate issues and provide first line advice. See Action Card Appendix E.

On-call Manager/Duty Senior Nurse or Clinician Responsibilities
The main responsibilities of the On-call Manager/Duty Senior Nurse or Clinician include:

· Notifying the On-call Director of any serious incidents  
· Activating the Emergency Plan where the On-Call Director cannot be contacted
· In the event of emergencies, provide advice on how the situation should be managed
· Call in staff to support an emergency response (see emergencies folder on k-drive)

INCIDENT MANAGEMENT TEAM

The Incident Response Plan sets out how an incident response should be formed, the membership and responsibilities. The agenda in appendix C should be used.





COMMAND and control arrangements during a major incident

8.1 Initial Assessment and ESCALATION

In the event of a major incident, the Incident Response Plan should be activated.

In a small number of instances, the service disruption will be the initiating event, and the setting up of the Incident Management Team will be dependent upon the type and scale of the disruption, its duration, and the ability of normal management structures to minimise the disruption to services. 

This business continuity plan will operate under a Strategic/Tactical/Operational (Gold/Silver/Bronze) command structure as set out in the Incident Response Plan. Strategic (Trust Incident Management Team) will provide strategic oversight and trigger activity under the plan. Tactical (Service or Directorate Incident Management Team) will develop the specific actions needed, will oversee implementation and report to the Trust Incident Management Team. Operational (local team front line team) leads will carry out actions required. Not all of the command levels may necessarily activated; this will depend on the scale of the incident. In most incidents, the task of strategic (gold) and tactical (silver) control may be combined. 

8.2 Incident coordination centre

Both major incidents and significant business continuity events should be managed from Incident Co-ordination Centres. Details of these are set out in the Incident Response Plan.

8.3 stand down

The ELFT Director on-call/Incident Management Team Director is responsible for issuing the business continuity incident ‘STAND DOWN’ instruction. This is when the trust has completed its response and normal working arrangements are now re-instated. The Director on-call is responsible for ensuring that all necessary parties are informed that the incident has been stood down. 

8.4 logging and Situation reporting

A debrief, inquiry or legal proceedings may occur after any incident and the recording of data and collection of information will be used to inform the subsequent incident debrief report 

For this reason, all teams should ensure:

· Their decision(s)/actions are recorded/logged. 
· Where mobile phones are used and not recorded the content of the conversations should be recorded where possible 
· The completed forms and any original documentation should be kept securely as it may be required in any subsequent debrief or inquiry.
· All notes of meetings and decisions made by the Incident Management Team should be recorded/logged as they are being made.
.
The initial log shown in appendix A should be used and the Green Log Books used once the Incident Management Team has been established.

In response to an incident we may be asked by NHS England and/or commissioners for regular updates, which may be through the completion of SitReps. The Incident Response Plan sets out the details of this.

To enable a timely response services may be asked to complete the internal SitRep form as at appendix B.

9 Specific Strategies

Please refer to Estates Action card – Appendix F

9.1 Loss of premises strategy

The Trust operates its services out of a range of premises across inner north east London. This includes buildings it owns and maintains and those it rents off other public and private sector organisations. 

The response to loss of premises will depend on the type of premises affected, the type of equipment needed, and the priority of the services running out of it. For inpatients, a relocation schedule is set out in the Incident Response Plan. Where the capacity of the Trust is insufficient, mutual aid from other Trusts may be called upon or provision may need to be secured from independent providers.

When responding to a loss of premises the incident response manager should get an overview of the priority of the services provided at that location (stated on the business continuity plans) and in the case of inpatient areas, escalate it as soon as possible. 

It should be noted that a total evacuation of an inpatient area will require the declaration of a Major Incident.

In general, alternative office and clinic space is more easily sourced within the Trust or other public sector partners. A memorandum of understanding is in place with BartsHealth NHS Trust and Homerton University NHS Trust. Details are shown in the Incident Response Plan.

A list of all ELFT premises is kept in the emergencies folder on the k-drive and on the on-call teams channel.


9.2 LOSS OF UTILITY STRATEGY

The loss of a utility service may make Trust accommodation temporarily unfit for purpose and an extended long-term loss of essential utilities may require the relocation of staff. 

The general actions that all Heads of Service/Service leads and business continuity leads should take when  major utilities are lost can be found in their business continuity plans.

9.2.1 Electricity
Electricity is the most critical of the utility supplies as the loss of power supply has the potential to be catastrophic for many aspects of the Trust’s business. 






Inpatient Units


Generators offer a crucial yet limited power supply to every inpatient building within the Trust, sustaining operations for up to 16 hours, contingent upon fuel replenishment upon delivery. Nevertheless, an extended interruption to electricity supply will undoubtedly cause impacts on service provision especially as loss of power will often result in disruptions to water and gas supplies as these may depend on electrically operated pumps or relays and constitute loss of premises.

Office and clinic buildings

Without electricity most clinic and office-based functions will come to an immediate standstill.

A prolonged and wide scale loss of electricity could be a major incident for the Trust and as such, the Incident Response Plan should be activated alongside business continuity plans. 

All non critical or essential activities should be scaled back or suspended.

9.2.2 Gas/ Heating
The loss of gas or heating will generally affect inpatient areas more than office or clinic areas and the impacts will depend on the weather. However, in the worst case an extended loss of heating in a period of cold weather could require the relocation of inpatients to alternative premises.

In the event of loss of gas heating, the Estates team will advise on obtaining electrical heaters and they type and how these can be obtained.

9.2.3 Water
Initially the loss of mains water for drinking purposes is relatively easily to address by sourcing bottled water from existing, or alternative, suppliers. The Incident Response Plan gives details of emergency supplies that can be obtained from Sainsbury’s supermarkets under their Emergency Assistance Policy. 

The loss of mains water for hygiene is potentially more problematic, particularly inpatient and frontline service areas. Hospital sites are recognised as priority sites by Water Companies for restoration of services. 

In a situation where there is a prolonged loss of mains water the Trust will scale back or suspend LOW and MEDIUM activities to decrease the Trusts overall need for water and will work with water companies to ensure water bottles, bowsers, and tankers reach the high priority inpatient areas.

9.2.4 Telephony Failure
Predominantly the telephone services within the Trust are provided by Voice over IP services. A number of Trust staff have work mobile phones and these can be used. 

Where telephony failure is due to electricity failure or a server problem, the analogue lines in each of the Incident Co-ordination Centres may be used by way of receiving or making essential telephone calls.  

Wherever possible, the Trust services should not be suspended services because of a failure of telephony.


9.3 Loss of information TECHNOLOGY STRATEGY

Please refer to IT Action Card – Appendix G

The loss of information technology, whilst a hindrance to staff, should not stop any of the services the Trust delivers. Service leads should ensure staff have access to paper based systems. Where possible, non-networked IT equipment (i.e. laptops) can be used instead.
 
IT support is available 08.00 – 17.00 and can be obtained via the IT Helpdesk on 020 7655 4004. Issues that arise outside of these hours need to be logged with the IT Helpdesk and will be dealt with by the IT Support Team at the beginning of the next working day.
Urgent out of hours advice can be obtained from the Digital Director on Call on 07880 079348.

The Trust’s main Data Centre is located at Trust headquarters at Alie Street, with the Disaster Recovery/Business Continuity Data Centre at The Green. There is also data replication across the network. Backups of all critical systems are run at regular set intervals.

All Trust data including that held on laptops and memory sticks is encrypted for security purposes and the Trust network is regularly tested against hacking.

All services have within their own plans identified the systems required to perform their critical and essential activities. The IT department have a disaster recovery plan in place which details the procedures to ensure that critical systems are restored as quickly as possible in priority order.

9.4 loss of staff strategy

Shortages of staff can happen for many different reasons - from industrial disputes to severe weather negatively affecting the transport system. However, regardless of cause, business continuity leads will ensure that services classed as HIGH, CRITICAL and ESSENTIAL priory  have adequate staffing even if that means scaling back or suspending MEDIUM and LOW activities. If the loss of staff is widespread  and continues beyond 48 hours then the Incident Management Team Director (Gold command) should consider activating the Trust Incident Response Plan so that further workforce management strategies can be put in place including:
 
9.4.1	Staff Allocation

Individual plans such as the Pandemic Influenza Plan will give specific directions on 
the way staff will be allocated and expected to work and how this is governed both in terms of the requests made as well as recording within MAPS and monitoring that Working Time Regulation rules are adhered to.

E-roster will be used to allocate staff to ensure maximum capacity. This might include cancelling bank shifts booked for staff elsewhere in the Trust that may lead to staff becoming tired or allocating staff to different teams. Staff will not be expected to work away from their usual place of work without suitable training and ensuring that they have the necessary competence. 

         

          
9.4.2	Maximising Staffing during a period of disruption or decreased capacity

There are a number of options available to maximise the staffing available in critical areas as identified in ELFT business continuity plans), including:


· Redeployment of staff to critical and essential areas
· Reduction or cancellation of routine functions 
· Cancellation of training and non-essential meetings
· Use of telephone and internet facilities to minimise staff movement
· Prioritisation of visits and services provided to service users in the community
· Working from Home / Remote access for appropriate administrative and management functions
· Assistance with staff and service user transport through ELFT Taxi contract / internal patient transport services
· Assistance for staff in procuring alternative childcare facilities
· Provision of Accommodation for Staff
· Re-employing recently retired staff


9.4.3	Internal Training Programmes

It may be necessary to cancel some internal training programs in order to limit social mixing in an infectious disease outbreak, maximize staff availability. This will need to be sanctioned by the Director of Nursing together with Service Leads.


9.4.4 	Staff Redeployment

Staff redeployment may be necessary for a number of reasons, including increased staff absence levels and a requirement to significantly expand a service. ELFT’s critical and essential services (as identified in Service Level business continuity plans) should be those where redeployment is targeted.

Service level business continuity plans outline staff who may be available during an incident to perform other duties.  The plans also specify the safe minimum staffing level to provide critical and essential services.  

Staff being redeployed should be:

· provided with a role description, outlining the duties they will be expected to perform
· Suitably trained in order to be carry out the role they have been assigned, and declared competent
· Where possible, provided with a mentor from the existing staff within the Department / Ward they are being redeployed to.





9.4.5	Re-employing Retired Staff / Expanding Bank / Agency Staff

In the event of staff shortages, ELFT will use the Bank system to identify staff available for additional shifts or redeployment.  ELFT may also employ additional Agency staff and consider asking recently retired staff to return as Bank staff where appropriate.  The ELFT Staff Bank will need to expand their service and increase activity in order to maximise the number of bank and agency staff available.

When staff retire they are asked to complete a form which indicates whether they would be happy to come back to work in the event of an emergency.  Staff will be required to maintain a valid Disclosure and Barring Service Check (DBS) and their competency, but this provides a list of staff who can be called upon.

The Staff Bank is responsible for liaising with recently retired staff and coordinating their deployment.  If they are available to work they will need to confirm that they have a current DBS valid registration and demonstrate the necessary competencies.  Clinical staff should be designated a supervisor or buddy who can support them, go through a phased re-introduction to performing clinical practice. This will be most useful in a protracted incident.


9.4.6	Appropriate Professional Practice

Major Incidents may put staff under considerable pressure. There are likely to be conflicts between staffs’ professional or contractual obligations and their own personal or family responsibilities. ELFT will take every measure to reduce the risks faced by staff undertaking redeployment, by mitigating health and safety risks including supplying staff with (Personal Protective Equipment) where appropriate to deal with infectious disease outbreaks. 

The professional codes that apply to many staff make clear that staff have a responsibility to provide care to those in need. There is no right to refuse to attend work unless there is a clear health and safety risk to the employee. The Health Professions Council has also indicated that it would expect registrants to carry out roles as necessary within their competence.  ELFT will seek to persuade staff of this duty, rather than penalise. 

Reckless behaviour (e.g. disregarding relevant codes or conduct which places patients at risk) will not be tolerated and will be dealt with appropriately, according to ELFT disciplinary procedures.

NHS terms and conditions of service will remain in place and staff will be expected to perform to the same professional standards as during normal working.

In line with the principle of reciprocity, ELFT will seek to provide as much support as possible to staff, such as protecting their health and safety, providing clear communication on risks and taking a supportive view of staff who have caring responsibilities.


9.4.7	Indemnity and Litigation


NHS staff will be covered by existing indemnity insurance arrangements during a pandemic. Staff employed in the NHS will be covered by ELFT’s insurance. This will apply even if they are working on a different site or seconded to a different employer.

Temporary staff will also be covered, provided that there is a clear contractual relationship with an employer. Volunteers and any other temporary staff will be provided with an honorary contract.

The NHS Resolution does not believe that there is a substantially greater risk of employers or employees being sued as a result of actions taken during a pandemic as long as a healthcare professional was able to show an appropriate degree of reasonableness in their actions. The Authority believes that the courts will take a sensible view on what was reasonable in the context of an emergency. The NMC has released the following statement that should guide registered nursing staff; “Registrants will not be professionally compromised provided they are competent (and have been assessed as such) to carry out any practice being requested of them. They remain answerable at all times for their actions and omissions”.

Reasonable steps should be taken to maintain records, as would happen normally, but the courts will take into account the emergency nature of the context when making judgments.

Staff should seek to operate within the principles of the ethical framework, as this will be seen as the governing set of principles during a pandemic. Staff should be familiar with the ethical framework, use it to aid their decision-making and record when they have done so.  Additional guidance on working during a pandemic as agreed with Staff Side can be found in the ELFT Pandemic Influenza Plan.

Where staff or students are working outside their normal role, they need to continue to work within their scope of competence and receive adequate training and supervision. ELFT will only ask staff to move to an area within their competence levels.  Staff will be assessed to ensure they have the competence to work in a new area.  Staff will be supported in this move and will receive appropriate training, supervision and support.
Students in particular will need to be properly supervised.
Registered staff should be guided by the statement from the NMC, the forthcoming statement on Good Medical Practice from the GMC and the NMC Code.
Again this guidance is considered to apply to other significant emergencies as well as pandemics. Managers will be responsible for implementing and supporting this process.


9.4.8	Terms and Conditions

In general the NHS intends to maintain normal terms and conditions during any emergency or period of disruption, but some areas may need to be changed.  Shift patterns and other working arrangements may need to revised, although unsocial hours provisions and payments will remain in force. 


9.4.9        Working Time Regulations

The key area where major changes to current practice will be made is in relation to the Working Time Regulations (WTR) 1998.  The WTR will remain in force but the application of the regulations will need to be reviewed during an influenza pandemic or long period of disruption.  Legal advice to the Department of Health indicates that the night work limits (including the limit for special hazards), rights to rest periods and rest breaks under the regulations do not apply where the worker’s activities are affected by:

An occurrence due to unusual and unforeseeable circumstances, beyond the control of the employer or exceptional events, the consequences of which could not have been avoided despite the exercise of all due care by the employer.
The Department of Health and Social Care and NHS Employers take the view that a pandemic is covered by these exemptions.

Regulation 23 of the WTR also allows for exceptions to certain rules by collective (employer and independent trade union) or workforce agreement. The Department of Health and Social Care and NHS Employers recommends local agreements are formed which allow more flexibility on the night work limits, rights to rest periods and rest breaks.

Where staff work beyond the length of shifts laid down in the regulations Department for business, Enterprise and Regulatory Reform/Health and Safety Executive (HSE) advice is that ‘wherever possible an equivalent period’ of compensatory rest should be taken before the next shift begins. Rest breaks will still be necessary if staff are to function effectively and as determined under Health & Safety legislation.

The culture of the NHS has traditionally been for voluntary working of as many hours as necessary during an emergency. However, unlike most other emergency situations, a pandemic could last for many months. Excessive working hours cannot be a safe practice in such circumstances and managers have a responsibility to communicate this message to clinical colleagues. Senior managers should also seek to observe these provisions. In particular, the hours worked by staff involved in interventions, operating equipment and in key decision-making should be monitored to avoid excessive working even during the pandemic. Staff working long hours and flexibly be supported in doing so as much as possible.


9.4.10	Staff Accommodation

ELFT will look to maximize accommodation available to staff within ELFT. This accommodation will be prioritized for staff on the following basis:

· Staff working in critical services
· Staff working long shift patterns with little time in between
· Staff with long or complex journeys

ELFT has identified the home location of all staff within each Service and will provide updated information to Service Leads as necessary to assist with planning during periods of disruption.  ELFT’s Incident Management Team may establish an Accommodation Officer to collate all requests for accommodation, and matching them with available accommodation, using appropriate prioritisation.  Accommodation may include wards seconded for staff use in existing ELFT premises, maximising use of existing staff accommodation; requesting use of staff accommodation from local organisations; requesting staff to offer own accommodation (spare rooms etc); payment for hotel / bed and breakfast costs.
 

9.4.11	Occupational Health and Psychosocial Support to Staff

ELFT has in place Occupational Health Services and Employee Assistant Services. Staff can be referred to these services by their managers or self refer. The contact details are published on the intranet. Following an incident or period of disruption, ELFT’s Human Resources Department will review the provision of services and work with the Communications Team to alert staff to services available to them.


10.0  sUPPLIES RESILIENCE 

As part of each services business continuity plan, each service has identified key resources, partners and suppliers. For supplies that are required to maintain critical activities services have where possible identified alternative sourcing arrangements.
 
The procurement team hold a list of all suppliers and require suppliers to have business continuity plans in place. In the event of a business continuity incident the Procurement Team may be asked to provide a core information service for obtaining any relevant goods and services required in the response and recovery. The team will provide a stores and supplies focal point for staff during the incident.

In addition Sainsbury’s has an Emergency Assistance Policy, which states that they would supply emergency services (including the NHS), local authorities and voluntary organisations with the necessary supplies in the event of a major incident. Support will be provided by any store so long as it is occupied, even if the store is closed to the public. It should also be noted that the majority of all alternative large supermarkets have been recorded as having assisted NHS trusts in supplying goods in response to an incident and as such can be contacted to assist if appropriate.

Mutual aid

The Trust has a number of mutual aid agreements already in place which are available on emergency folder on the k-drive and held with business continuity plans where they apply to individual services. Requests for mutual aid need to be made at the time of the incident. The procedure for this is set out in the Incident Response Plan. 

11.0 communications

The Communications Strategy and Plan during Major Incident will be referred to for all communication arrangements. The plan details the main communications activities in the event of a disruption, or significant or emergency incident.

The Trust’s Associate Director of Communications and Engagement is responsible for managing the actions set out in the communications plan, however if unavailable, another member of the Communications Team or the Director on call will take responsibility for accurate and timely communications.



12.0 RestoratioN

When restoring a team or function the following should be considered:
Scaled down and Suspended Teams and Functions

When restoring teams and functions that have been scaled down or suspended, a reassessment should be made of the recovery time objective (shown on each local business continuity plan) to set the order for restoration and prioritisation for resources.
Relocation for Resumption of Service

If the building the team or function operates out of is lost, or there is a denial of access then the following options should be considered for resumption:

· Budge up – share premises and resources with another service – this is set out in local business continuity plans
· Displacement – Higher priority services to displace non-affected lower priority services – this needs to be agreed and directed by the Incident Management Team
· Reciprocal arrangements – share premises or outsource to another NHS Trust (Mutual Aid);
· Third Party Alternative – team or function go to a local authority, commercial partner or social enterprise property;
· Portable Premises – Portacabins.

recovery plaN

Should the incident be extended, have a serious impact upon the Trust’s operations or upon local residents’ health or care, recovery planning may be needed to manage the transition back to normality.  Should this be needed, the planning should be started as soon as its need is recognised, i.e. during the incident response.

Recovery planning may be carried out internally and/ or on a multi-agency basis.  If multi-agency recovery planning is needed, it will be led by the Local Authority - this is part of their statutory role.

The Incident Management Director should appoint a Recovery Manager who will draw up and implement the Trust’s recovery plan, liaising with partners and contributing to the community recovery effort led by the Local Authority as necessary; the extent of the incident impact will dictate seniority of the person appointed. 
 
The full recovery process is set out in the Incident Response Plan.

debrief

After each incident, a debriefing should be carried out to capture any lessons learned for incorporation into future training and response.  Three types of debrief can be carried out:

[bookmark: Hot_Debrief]13.4.1	Hot Debrief

Undertaken immediately after the incident response; captures the thoughts of those involved at the point that they are highest in their minds (see below for format)


[bookmark: Formal_Debrief]13.4.2	Formal Debrief

Undertaken a few weeks after the incident has been closed; captures the thoughts of those who were involved in the response once they have had time to reflect upon what had happened.

[bookmark: Multi_Agency_Debrief]13.4.3	Multi-Agency Debrief

Undertaken a few weeks after the incident has closed, it is a formal debrief involving all the agencies involved in the response and is generally convened by the lead responding agency; it should be undertaken after any multi-agency incident of significant size or impact, whether classed as a Major Incident or not

A ‘Hot Debrief’ should be undertaken after every incident, and a ‘Formal Debrief’ undertaken whenever the incident has required a significant response by the Trust or has resulted in a failure to meet our responsibilities.

[bookmark: Hot_Debrief_Format]13.4.4	Hot Debrief Format

The Hot Debrief should be run immediately after the incident; however should the incident end during the night it may be undertaken the following day.
  
The format for the hot debriefing should be as follows:

· What went well?
· What did not go as well as would be expected?
· How can we improve?

Areas to be explored include:

· the activation process
· communications
· resource availability and suitability
· welfare
· command and control

The facilitator for the debriefing should be the Emergency Planning Officer to enable full input from all senior staff involved.  Should Emergency Planning staff not be present, the Incident Management Director will nominate someone to facilitate the debriefing.

A record of the debriefing should be made and disseminated to all who took part.

Should the incident be too small to merit a subsequent formal debriefing, the Emergency Planning Officer will disseminate an Action Plan and Post Incident Report

Should the incident merit a Formal Debriefing process, the Hot Debrief notes will inform that process.

.
14.0	 POST INCIDENT REPORT 
An Incident report should be produced within four weeks of declaring the Incident over. The Emergency Planning Manager should write the initial report and arrange for it to be passed to the Incident Management Team and Silver Team members for initial comments. The report may be deemed a public document and may be used in any public enquiry or legal proceedings.  Service user confidentiality must be maintained throughout the report.  Following the publication of the Report, a formal review of the major incident plan should be instigated, immediately addressing any areas of concern raised. The report will be submitted to the Service Delivery Board for sign off and shared with NHS England, Commissioners and partners as appropriate.

The report will:
•	Summarise the sequence of events
•	Identify the individuals involved
•	Describe the actions of staff
•	Provide an accurate timeline





16.	 PSYCHO-SOCIAL CARE FOR STAFF & PATIENTS 
The impact of an incident may be a cause psychological trauma for patients or staff, and it is important that they are aware of how and where to get support should they need it.

[bookmark: Service_Users]Service Users

In the case of service users affected by an emergency that are inpatients or under the care of mental health community teams, access to psycho-social support will be arranged by ward or community teams. Where required this will be in partnership with social services. For all other patients in the community under the care of ELFT services, access to psycho-social support will be via the patient’s GP and ELFT staff should be informing patients of this.

[bookmark: Staff]Staff

The support available for staff involved in responding to an incident is as follows:

· Post-incident debrief with colleagues to talk through issues and feelings
· Access counselling services via PPC, the Trust’s Employee Assistance Programme provider for confidential support (0800 282 193)
· Normal Occupational Health services available on an individual basis should the member of staff’s involvement in the response lead to issues affecting their ability to carry out their work
. 
Access to this service can be arranged by contacting the line manager or self-referral by following the instructions on the Trust Intranet or contacting TeamPrevent on 01327 810777.

17.0	Serious incident Investigations

In the event of an internal Major Incident that severely or completely impedes the Trust’s ability to carry out its business, damages Trust property, or causes significant legal, media or reputation implications for the Trust then the incident is also classed as a Serious Incident and should be reported as such. For further detail on how to report this, please see the Incident Reporting Policy.

18.0	Incident DOCUMENTATION 
After a major incident all documents including logs, notes, post-its, flip charts, electronic documents, memos, and message pads must be retained. The Incident Team Data Co-ordinator will be collating such documents and pass to the Emergency Planning Manager for safe keeping and informing the post incident report.








	[bookmark: Initial_Report_Log]INITIAL REPORT LOG page 1                                
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	Item
	Action

	DATE & TIME ALERT REC’D
	

	
DESCRIPTION
(Full details received about incident/ alert)
E.g.
· What has happened?
· Where?
· When?
· How many casualties?
· What is the health impact?
· What are others doing?
· Have we been asked to do anything?

	

	CALLER’S DETAILS
· Name
· Contact tel. no.
· Organisation
	

	DATE & TIME INFO REC’D
	

	YOUR NAME
	

	
YOUR INITIAL ACTIONS

(and Why) 
	













	NEXT UPDATE DUE WHEN?
	

	Further details to be logged on page 2 of this form. The Green Log Books will be used if an Incident Management Team will be established.  This record must not be destroyed.
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	Initial Log page 2 This record must not be destroyed
	


	Entry no
	Date
	Time (24 hr)
	Information/Message
	From
	Contact Details
	Action/Decision
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	SITUATION REPORT (SITREP) FORM

	Please note this form must be completed in full by all teams on the receipt of a ‘DECLARED’ Major Incident message and every hour thereafter until the incident is ‘STOOD DOWN’ OR as per request for BUSINESS CONTINUITY response purposes

	TIME (HH:MM):
	
	DATE (DD/MM/YY):
	
	CONTACT NO.
	

	TEAM NAME/ AREA:
	

	DIRECTORATE:
	

	SENIOR MEMBER OF STAFF:
	

	RECORDED BY:
	

	CURRENT SITUATION (Briefly provide an overview of how your team/ area is functioning):







	CURRENT STATUS (Delete as appropriate)

	A:
	Unaffected, by the incident or disruption

	B:
	Affected by the incident or disruption but with no or negligible impact on service delivery

	C:
	Affected by the incident directly but meeting minimum service delivery requirements OR Affected by the incident indirectly as resources have been redeployed else where but minimum service being maintained

	D:
	Directly affected by the incident and not meeting minimum service delivery/ OR Suspended as part of the incident response.

	Resources available to support the response (i.e. staff, buildings, IT equipment):






Resources currently deployed elsewhere in support of the response (i.e. staff, buildings, IT equipment):







	ACTIONS TAKEN (Actions agreed in the return phone call from on-call staff should be recoded below, any further messages/actions in the ‘Incident Messages and Actions Log’ (Appendix B, Page X)

	ACTION
	UNDERTAKEN BY
	TIME (HH:MM)
	DATE (DD/MM/YY)

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	SIGNATURE

	PASSED TO: 
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INCIDENT MANAGEMENT TEAM STANDING AGENDA


NOTE: Meetings will last no more than 30 minutes


STANDING AGENDA


1. Introductions & confidentiality status

1. Situation Reports (e.g. from relevant managers to include communications)

2. Decide or update strategy 

3. Notes of previous meeting and update on action items 

4. Priority actions for next phase

5. Staff information and welfare

6. Media strategy and public information: -

· key messages
· concerns
· spokespersons

7. Finance and other resource implications

8. Horizon Scanning

9. Time and place of next meeting, required attendance





















Director on-Call/Incident Management Team DirectorAppendix D

Action Card
Role Overview:
· Lead the ELFT response to the incident
· Direct the deployment of ELFT resources to meet the needs of the response
· Maintain a strategic overview of the response 
· Maintain communications with NHS England 
· Manage the impact on other ELFT services, not directly involved in response
· Consider recovery issues





Upon Receipt of Alert
Receive initial briefing from Manager on-Call or other source and assume responsibility for the ELFT response to incident
All Actions and Decisions MUST be logged – start your Personal Incident Log NOW



Initial Actions:
1. Establish a clear information picture (talk to NHS England on-call/ Local Authority on-call)
2. Assess the likely impact upon ELFT operations, patients and partners - consult with operational managers/ staff if necessary 
3. Decide whether you need support to manage the response - if so, activate the Incident Control Centre and call in an Incident Management Team (see section 5 of plan and other Action Cards)
4. Communicate your contact numbers in the Incident Control Centre (once set up) to your partner responders (NHS England, Acute Trusts and Local Authority)
5. Initiate the response to the incident (deploying staff and resources as required)
6. Communicate the situation to all staff (the better they understand the situation the more effectively they will respond)

Further Actions and Considerations:
· Commence a personal log as soon as you are informed of the incident and until the Incident Co-ordination Centre is in operation.
· Use a Loggist to log information you receive, decisions you make (with your reasoning), and actions that you take - tell them what to log, it is your log
· Establish regular briefings for your Incident Management Team - ensure everyone has a clear understanding of the situation as it unfolds
· Provide regular update briefings to the NHS England (London)
·  Provide NHS England SITREPs as needed - they will dictate frequency and content
· Use the Communications Lead to ensure that messages are coordinated with partner agencies and that ELFT staff are kept informed
· Keep all ELFT Executives and senior management informed of the situation on regular basis - highlight potential issues for the Trust as a result of the Major Incident
· Ensure the welfare of your Incident Management Team (nominate a Team Assistant to provide drinks, food etc, ensure the team take breaks)
· Prepare for an extended incident - establish a rota with no more than 8 hours on shift for anyone, including you
· Initiate the recovery process - see section 39 of the Incident Response Plan

Handover to next Duty Director:
During an extended incident, you may need to hand over responsibility for the response to another Director.  In your handover you should cover:
· What has happened - an incident overview including your impact assessment
· A summary of ELFT actions taken and resources used to date
· A summary of your understanding of other responders’ actions 
· Contact details for your partner responders - names, roles, telephone numbers
· Details of the last briefing made to NHS England and when the next one is due
· An Incident Management Team hand over - who has been on shift, for how long, in what role and leave a written list of all who have undertaken shifts during the incident
· Go through your log with your Loggist making any necessary annotations or amendments - guidance on how to do this is inside the front cover of the logbook
· Sign over your Incident Log to the on-coming Director - make an entry to this effect giving the names, time and date

Major Incident Stand-down:
· Authorise the stand down from major incident status for ELFT
· Initiate the post-incident ‘Hot Debrief’ - nominate someone to lead it (if possible, the Emergency Planning Officer or someone peripherally involved in the response) - see debrief guidance at section 20 of this plan
· Ensure the Incident Management Team complete their Incident Logs and hand to the Emergency Planning Officer or Manager on-Call (for use in subsequent de-brief and review of incident report)
· Go through your log with your Loggist making any necessary annotations or amendments - guidance on how to do this is inside the front cover of the logbook
· Discuss with Emergency Planning Manager the production of a Post-Incident Report retention of incident paperwork



Appendix E


[bookmark: Manager_On_Call]Manager on-Call/Incident Management Team Manager  - Action Card
Role Overview:
· Support the Director on-Call/Incident Response Team Director in managing the response 
· If an Incident Management Team is required, endeavour to contact suitable staff to fill the roles needed
· Undertake any necessary vacant role until staff arrive to fill it
· Retain responsibility for normal operational management issues out-of-hours






Upon Alert:
· Call alert originator for information on the incident; establish that it is a Major Incident, the details of what has happened, where, when and any other relevant information.
· Establish contact with the Director on-Call and brief on the incident details
All Actions and Decisions MUST be logged – start your Incident Log NOW



Initial Actions (in Consultation with Director on-Call):

· Support the Director on-Call in assessing the likely impact of the incident and in identifying actions that may need to be taken
· If the Incident Co-ordination Centre and an Incident Management Team are needed, endeavour to contact suitable staff to fill the necessary roles (see section 5 of this plan and other Action Cards)
· Attend the Incident Co-ordination Centre and set it up
· Until other suitable staff are available, undertake the role of Clinical Services Co-ordinator (see Action Card)
· As other staff arrive at the Incident Co-ordination Centre, allocate them to roles and responsibilities and issue their Action Cards (copies available in the Major Incident cupboard)

Further Actions and Considerations:
· Maintain a personal log of information you receive, decisions you make (with your reasoning), and actions that you take
· REMEMBER you are still responsible for any out-of-hours operational management issue that arises
· Support the Director on-Call in managing the response to the incident
· Manage the use of the Team Assistant by the Incident Management Team


Handover to next Manager on Call
During an extended incident, you may need to hand over your role to another manager (e.g. after an eight hour shift).  Discuss with the Director on-Call whether you need someone to cover for your on-call role to allow you to have a period of sleep.  If so, agree who you will handover to and at which time you shall resume responsibility for the on-call role.  

In your handover you should cover the following:
· What has happened - an incident overview
· The incident related role that you have been fulfilling
· Actions taken up to this point and issues that are on-going
· Contact details for those that you have been liaising with in your incident role - names, role, telephone numbers
· Sign over your Incident Log to the on-coming staff - make an entry to this effect giving the names, time and date

Major Incident Stand-down
· Support the Director on-Call in making the decision to stand down the Major Incident response.
· Complete your Incident Log and participate in the ‘Hot Debrief’
· In the absence of the Emergency Planning Manager, collect all incident logs and paperwork store securely until able to pass to the Emergency Planning Manager
· Be aware that you may have to attend a more formal and structured debrief depending upon the incident























Estates Team Appendix F

 Action CardRole Overview:
· Lead the restoration of loss of an utility or premises
· Advise on interim solutions on the loss of an utility or premises
· Activate interim solutions as necessary to support services operational functioning
· Provide updates to the Incident Management Team
· Advise on the length of utility outages







Upon Alert:
· Establish the Director on-Call/Incident Team Director the nature of the disruption
All Actions and Decisions MUST be logged – start your Incident Log NOW



Initial Actions (in Consultation with Director on-Call):

· Support the Director on-Call/Incident Team Director in assessing the extent of the loss of utility or premises and the effects on services, particular services categorised as essential or critical.
· If appropriate, contact suitable staff to assist with managing the loss of utility or premises
· Notify suppliers of the incident and request an estimate of when the utility will be restored
· Liaise with the suppliers if any diagnostic/repair work needs to be carried out 
· Facilitate access to third parties for diagnostic/repair of infrastructure
· Co-ordinate the activation of interim solutions and oversee their effectiveness (i.e. functioning of generators, supply of heaters, water etc)
· Participate in incident management meetings either in person or provide updates by email/phone

Further Actions and Considerations:
· Maintain a personal log of information you receive, decisions you make (with your reasoning), and actions that you take

Handover to other Estates Team Members
During an extended incident, you may need to hand over your role to another member of your team (e.g. after an eight hour shift).  Discuss with the Director on-Call whether you need someone to cover for your on-call role to allow you to have a period of sleep.  If so, agree who you will handover to and at which time you shall resume responsibility for the on-call role.  

In your handover you should cover the following:
· What has happened - an incident overview
· The incident related role that you have been fulfilling
· Actions taken up to this point and issues that are on-going
· Contact details for those that you have been liaising with in your incident role - names, role, telephone numbers
· Sign over your Incident Log to the on-coming staff - make an entry to this effect giving the names, time and date

Major Incident Stand-down
· Support the Director on-Call in making the decision to stand down the Major Incident response.
· Complete your Incident Log and participate in the ‘Hot Debrief’
· In the absence of the Emergency Planning Manager, collect all incident logs and paperwork store securely until able to pass to the Emergency Planning Manager
· Be aware that you may have to attend a more formal and structured debrief depending upon the incident






























Appendix G

IT Team 
 Action CardRole Overview:
· Lead the restoration of loss of information and telephony services
· Advise on interim solutions on the loss of an information and telephony services
· Activate interim solutions as necessary to support services operational functioning
· Provide updates to the Incident Management Team
· Advise on the length of information and telephony services outages





Upon Alert:
· Establish from the Director on-Call/Incident Team Director the nature of the disruption
All Actions and Decisions MUST be logged – start your Incident Log NOW



Initial Actions (in Consultation with Director on-Call):

· Support the Director on-Call/Incident Team Director in assessing the extent of the loss of information and telephony services and the effects on services, particular services categorised as essential or critical.
· If appropriate, contact suitable staff to assist with managing the loss of information and telephony services
· Notify suppliers of the incident and request an estimate of when the information and telephony services will be restored
· Liaise with the suppliers if any diagnostic/repair work needs to be carried out 
· Facilitate access to third parties for diagnostic/repair of infrastructure
· Co-ordinate the activation of interim solutions and oversee their effectiveness  

Further Actions and Considerations:
· Maintain a personal log of information you receive, decisions you make (with your reasoning), and actions that you take

Handover to other Estates Team Members
During an extended incident, you may need to hand over your role to another member of your team (e.g. after an eight hour shift).  Discuss with the Director on-Call whether you need someone to cover for your on-call role to allow you to have a period of sleep.  If so, agree who you will handover to and at which time you shall resume responsibility for the on-call role.  

In your handover you should cover the following:
· What has happened - an incident overview
· The incident related role that you have been fulfilling
· Actions taken up to this point and issues that are on-going
· Contact details for those that you have been liaising with in your incident role - names, role, telephone numbers
· Sign over your Incident Log to the on-coming staff - make an entry to this effect giving the names, time and date

Major Incident Stand-down
· Support the Director on-Call in making the decision to stand down the Major Incident response.
· Complete your Incident Log and participate in the ‘Hot Debrief’
· In the absence of the Emergency Planning Manager, collect all incident logs and paperwork store securely until able to pass to the Emergency Planning Manager
· Be aware that you may have to attend a more formal and structured debrief depending upon the incident
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