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[bookmark: _Toc117000187]1.   Overview
Under the Civil Contingencies Act 2004 and the Health and Social Care Act 2012, ELFT is required to have adequate business continuity arrangements in place to support services, maintain essential activities and ensure staff and patient safety.

A Business Continuity incident can be defined as any loss of the ‘four Ps’:
· A loss of premises or working locations due to, for example, fire, flood, power cut, denial of access to premises
· A loss of processes for example, access to electronic records, IT applications or communications 
· A loss of people or staff due to, for example, transport disruption, adverse weather or influenza
· A loss of partners or suppliers, for example catering services, equipment providers, transport providers, laundering services or any key internal teams

The Service Business Continuity Plan (BCP) is a collection of procedures and information a service can use to ensure the continued delivery of essential services at acceptable levels. 

[bookmark: _Toc117000188]1.1   Sign posted documents
[Please add any additional documents that may be relevant to this plan eg. staff skills matrixes]

This Business Continuity Plan should be read in conjunction with the following plans and policies:
· EPRR policy
· Incident Response Framework
· Trust wide Business Continuity plan
· Site specific plans e.g. evacuation and fire plans 
· COVID-19 management arrangements 
· COVID-19 Outbreak plan
· Severe Weather Plan 
· Surge Policy 
· Communications Plan








[bookmark: _Toc117000189]2.   Activation
This BCP can be activated at the following levels: 

	Level
	Invoked by

	1
	An incident affecting only one service, and can be managed within existing team resources and business as usual capabilities
	Service Lead 

	2
	An incident affecting two or more services, and requires a response from a number of teams within the same Directorate
	Manager on Call 

	3
	An incident affecting two or more services, requiring the response of a number of teams and with coordination across the Directorate
	Chief Operations Officer
(or deputy)
 OR
Director on Call

	4
	An incident affecting multiple Directorates, requiring Command and Control to support the response.
	Chief Operations Officer (or deputy)
OR
Director on Call



[bookmark: _Toc117000190]2.1   Service Incident Response Team 
Incidents declared at level 1 or 2 require local services to stand-up an Incident Response Team. This is the core group of staff who will manage the response to a service disruption. These staff should have the relevant operational knowledge and authority to make decisions about the incident. 

For [Insert the name of service], the Service Incident Response Team will be: 
· [Insert the names and roles of staff] 

[bookmark: _Toc117000191]2.2   Command and control
[bookmark: _Hlk103251413]Incidents declared as level 3 or 4 will require the Directorate to establish an Incident Coordination Room (ICR), to provide a focal point for the coordination of information, communications, and logging the incident events.

For [Insert the name of the Directorate], the ICR will be based [insert the location of the ICR]. Depending on the nature of the incident, the ICR may operate virtually.

The Directorate ICR will report into the Corporate ICR, based out of Alie Street. 




[bookmark: _Toc117000192]3.   Business Impact Analysis
A Business Impact Analysis (BIA) will identify the essential activities a service performs and the resources required to maintain them. 

Essential activities are those where priority must be given to ensure their continuity following an incident. Non-essential activities may be suspended to free additional resources. 

Activities are categorised on an individual basis according to their: 
· Maximum Tolerable Period of Disruption (MTPD): the amount of time after which the service’s viability will be threatened and negative impacts become unacceptable 

· Impact of disruption: extent to which disruption would impact the following areas 
· [bookmark: _Hlk103257401]Patient safety 
· Reputation of ELFT and the wider health system 
· Contractual obligations 
· Finance 

Table 1 below provides the different impact categories that your service could fall under if disrupted. Working across the columns, assess the level of impact a service disruption would have on health, the wider Trust, Finances and achieving objectives. Select the impact category that is most appropriate for each of your service activities. 

Based on this, insert your activities into the risk matrix below. Plot them according to their impact category and Maximum Tolerable Period of Disruption. 
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Version: [insert version number]
Table 1

	Impact Category 
	Impact of disruption

	
	Health Impact
	No. of people affected
	Impact on Trust
	Financial Impact
	Impact on Objectives

	Catastrophic 
An essential activity which must be maintained to ensure the continuity of the service
	Death; extensive injuries/ increased length of stay/level of care >15 days
	> 50 people affected by an event
	National media interest; significant damage to reputation; severe loss of confidence in Trust; loss of capability
	Theft/loss over £200K; litigation > £1m Financial impact to service > £5m
	Substantial effect on objectives, making them extremely difficult/costly to achieve

	Major
An essential activity which can be scaled down, and will not greatly impact the services continuity if restored within the MTPD
	Severe; permanent harm/Injury; permanent incapacity; extensive injuries /increased length of stay/level of care >15 days
	Up to 50
	Service restriction; reputation impact; adverse publicity /media coverage; major impact on environment
	Theft/loss £25k- £200k; complaint expected; litigation £500k - £1m; financial £100k - £5m
	Considerable effect upon objectives, making them difficult/costly to achieve

	Moderate
An activity which can be reduced / suspended without impacting the service’s continuity if restored within the MTPD
	Moderate; semi-permanent harm up to 1 year; increased length of stay/level of care 8-15 days
	Up to 10
	Some service disruption; potential for adverse publicity avoidable; moderate impact on environment
	Theft/loss £5k- £25K; complaint expected; litigation possible £50k-£500k; financial loss to service £5k-£100k
	Evident and material effect on objectives making them fully achievable with some moderate difficulties or cost

	Minor
An activity which can be reduced / suspended to free resources
	No harm
	Up to 2
	No risk to the Trust
	Loss: < £1k


	No impact




[bookmark: _Toc117000193]3.1   Activity matrix
[Using the activity impact categorisation (Error! Reference source not found.), insert the activities of the service into the risk matrix below

	
	Maximum Tolerable Period of Disruption

	Impact
	24 to 72 hours
	12 to 24 hours
	Four to 12 hours
	One to four hours

	

Catastrophic


	
	
	
	

	

Major


	
	
	
	

	

Moderate


	
	
	
	

	

Minor


	
	
	
	



[bookmark: _Toc117000194]3.2   Service criticality
The overall service criticality is determined by the categorisation of the majority of activities. If there is an equal number of activities in a category, the Service Lead should confirm the overall categorisation.

	Category
	Description of service

	A
	A critical service which must be recovered immediately and maintained

	B
	A critical service which can be scaled down, with essential activities maintained

	C
	A critical service where the majority of activities can be reduced / suspended

	D
	Services which may be reduced / suspended upon event requirement



Based on the activity analysis, [Insert name of service] is a category [insert category] service.






Staffing 
[Using the activity matrix above, complete the table below. Work through your service activities in order of criticality. Remember to consider both clinical and non-clinical staff. Please add or remove lines and update number references as necessary]

	Ref
	Activity
	Minimum number of staff required
	Specialist skills/training required
	Alternative arrangements:
Staff from inside or outside the service that can support 
	Stakeholders to inform of disruption 

	1
	
	
	
	
	

	2
	
	
	
	
	

	3
	
	
	
	
	

	4
	
	
	
	
	

	5
	
	
	
	
	

	6
	
	
	
	
	






Critical Resources 
List the resources that your service activities depend upon. Assess the impact on your service if these were unavailable and consider what the alternative arrangements are for each resource. 

	Resource
	Service activities required for 
	Effect of loss 
	Alternative arrangements 

	IT Hardware
	
	
	
	

	IT Software
	
	
	
	

	Telephony
	
	
	
	

	Critical Documents / Information
	
	
	
	

	Standard / Specialist equipment
	
	
	
	

	Medication
	
	
	
	

	Vehicles
	
	
	
	

	Other
	
	
	
	




Estates
List the locations at which your service is based and indicate how many staff are usually located there. Identify alternative sites that your staff could work from if their base became unavailable, including remote working options. 

	[bookmark: _Hlk101543095]Base Location(s) 
	Site type 
	No. of staff based at site 
	Alternative site(s) 

	
	Choose an item.

	
	

	
	Choose an item.

	
	

	
	Choose an item.

	
	

	
	Choose an item.

	
	






Suppliers 
List specialist suppliers that your service uses. If they are independent, try and find alternative suppliers. If they are managed through procurement, it is sufficient to have the telephone number for the procurement department.  

	Supplier/contractor 
	Contact Details 
	Service activities required for 
	Alternative suppliers or arrangements 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	





Single Points of Failure
A Single Point of Failure (SPOF) is a person, process or resource that if unavailable, would cause disruption to an activity. 

The table below provides a list of the SPOFs for [insert name of service] and any identified mitigations:

	Activity ref
	Description of SPOF
	Controls in place
	Mitigations / alternative ways of working

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	







[bookmark: _Toc117000195]4.   Incident response 
[bookmark: _Toc117000196]4.1 Initial incident response considerations 
[bookmark: _Toc117000197]The action card below should be used as an aide memoir for your initial response to an incident.

	Action 
	Complete 

	Clarify the nature of the incident and its impact on your service activities. Consider scale, type of incident and potential duration. 
	☐

	Prioritise maintain the safety of patients, staff and visitors. 
	☐

	Notify the relevant people e.g. Service Lead, Service Director, Resilience, on-call team and any key partners. 
	☐

	Begin logging all actions and decisions. 
	☐

	Consider activating the plan and declaring a Business Continuity Incident. 
	

	Form an Incident Response Team to manage the incident if necessary. 
	☐

	Brief staff about the incident and provide them with clear instructions. 
	☐

	Plan the reinstatement of your activities and determine your recovery objectives. 
	☐

	Ensure a debrief is held with all staff involved once the incident has been stood down. 
	☐



The following action cards should be used as an aide memoir when the type of incident has been established; not all actions will be relevant to every incident, likewise the actions are not exhaustive.

[Add or amend the actions cards below to fit your service]
[bookmark: _Toc117000198]4.2   Loss of premises
	Site
	[Insert site name]

	Base for [insert service/s]
	

	Impact of denial of access
	[What impact would not being able to access this site have on the service e.g. access medical records, stock / equipment, not able to hold clinics]

	Pre incident

	Identify alternative working sites

	Deconflict alternative working sites to ensure multiple services have not identified the same alternative

	Ensure essential service activities can be conducted at the alternative site: confirm the necessary IT, equipment and resources are available 

	During the incident

	Begin incident log and form Service Incident Response Team 

	Contact Estates and Facilities, or emergency services if necessary

	Speak to Estates or emergency services to understand the scale, duration and impact of disruption 

	Contact IT if there is a flood and it is likely to damage IT equipment

	Contact service lead or Senior Manager on-call (if out of hours) if not already aware

	Service lead to declare Business continuity incident level

	Contact all affected staff, including all those who due to attend the site, divert them to other sites if possible

	Contact all affected patients to inform them what to do / where to go 

	Response considerations:
· establishing an ICR depending on incident level
· suspending non-essential (yellow and green) activities
· escalating as required, ie if multiple services, across multiple Divisions are impacted
· the need for external communications via the internet, social media routes
· use of evacuation plan if necessary
· relocation to another building or another part of the same building
· ensure all additional staff will be able to access the new site (building entrance cards)
· signage to redirect staff and patients where necessary
· allowing staff to work from home if able

	Declare the response as stood down once the site is accessible / operational

	Recovery

	Inform the relevant staff and patients



	Ensure cleaning staff are aware and arrange additional cleaning if necessary.

	Log incident on Datix, there is a specific code for Business Continuity

	Ensure Incident Log is complete 

	If the site closes, flushing of low usage outlets 

	Arrange incident debrief


[bookmark: _Toc117000199]4.3   Loss of processes
	Impact of loss of process
	[What impact would not being able to perform an IT process have on the service e.g. unanswered queries, missed referrals, loss of patient details, loss of contact with staff, communication with partners]

	Pre incident

	Ensure all staff are aware of alternative working process should an IT application be unavailable

	Identify paper-based alternatives to IT applications. Ensure printed templates are readily available onsite at all times 

	Save most used URLs as a favourite in case the Hub is inaccessible. 

	Establish telephone messages to be put on telephone lines as appropriate 

	Ensure sufficient laptops with 4G capability are available within the team. Keep these updated and charged 



	During the incident

	Begin incident log and form Service Incident Response Team 

	Check all IT / phones on the same floor / building are equally affected 

	Contact IT and Estates and Facilities as necessary. Ensure you contact IT via phone rather than email so the issue is picked up as soon as possible. 

	Speak to IT to understand the scale, duration and impact of disruption 

	Contact service lead if not aware

	Service lead to declare Business continuity incident level

	If site-specific, contact all affected staff, including all those who due to attend the site, divert them to other sites if possible

	Contact all affected patients to inform them of the issue

	Response considerations:
· establishing an ICR depending on incident level
· suspending non-essential (yellow and green) activities
· escalating as required, ie if multiple services, across multiple Divisions are impacted
· contact the communications team and consider the need for external communications 
· diverting all incoming calls to alternative sites (if site-specific outage) 
· putting holding message on telephone lines
· use work or personal mobiles to access MS Teams, NHS Mail and for calls 
· allowing staff to work from home if able
· use a hotspot from a mobile
· use of paper based alternatives / records
· mutual aid from staff at other sites and services 
· use of Outlook Web Access 
· use of 4G laptops

	Declare the response as stood down once process is operating

	Recovery

	Inform the relevant staff and patients

	Build in sufficient Admin time to upload patient data onto clinical systems 

	Log incident on Datix, there is a specific code for Business Continuity

	Ensure Incident Log is complete and accurate

	Inform the relevant staff and patients

	Arrange incident debrief






[bookmark: _Toc117000200]4.4   Loss of people 
	Impact a loss of staff would this have on service
	[What impact would a loss of staff have on service delivery eg reduced ability to support patients, dispense medications]

	Pre incident 

	Consider the staffing skills and numbers required to carry out essential activities

	Establish total staffing numbers for the service

	Ensure all staff are cross-trained to support essential activities 

	Identify alternatives ways of working to free time, eg online solutions (Microsoft Teams)

	During the incident

	Begin incident log and form Service Incident Response Team 

	If staffing levels drop below acceptable parameters eg. the quality of patient care may result in a significant risk to health and safety of patients or staff, contact the Service Director (or senior manager on-call out of hours)

	Service Director or Senior Manager on call to declare Business continuity incident level

	Response considerations:
· establishing an ICR depending on incident level 
· restricting or suspending non-essential (yellow and green) activities
· escalating as required, ie if multiple services, across multiple Directorates are impacted
· contact the communications team and consider the need for external communications 
· risk assess patient case load and prioritise accordingly
· increasing staff efficiency by permitting some staff to work from home 
· sourcing additional staff by contacting those off-duty or on annual leave, Bank Staff, Agency Staff
· ensure all additional staff will be able to access the site (building entrance cards)
· seek mutual aid from other services

	Once staff numbers reach acceptable parameters, declare the response as over

	Recovery

	Inform the relevant staff and patients

	Log incident on Datix

	Ensure Incident Log is complete and accurate  

	Inform the relevant staff and patients

	Arrange incident debrief





[bookmark: _Toc117000201]4.5   Loss of Partners 
	Impact a loss of staff would this have on service
	[What impact would a loss of partners have on service delivery eg building unsuitable for patients due to health and safety, infection control issues, unable to treat / diagnose patients]

	Pre incident

	Identify potential alternative suppliers 

	Hold a small contingency stock onsite for your most critical supplies 

	Order sufficient supplies in advance of bank holidays and other busy periods 

	Identify other services that could support during disruptions with mutual aid 

	During the incident

	Begin incident log and form Service Incident Response Team 

	Contact service lead or Service Director if not aware

	Service lead to declare Business continuity incident level

	Contact all affected patients to inform them of the issue

	Response considerations: 
· establishing an ICR depending on incident level 
· Carefully managing existing stock and prioritising supplies for essential service activities 
· suspending non-essential (yellow and green) activities if required 
· Contact Procurement for support in sourcing an alternative supplier 
· Purchase supplies locally if appropriate 
· escalating as required, i.e. if multiple services, across multiple Divisions are impacted
· contact the communications team and consider the need for external communications 
· contact affected staff if necessary
· contact affect patients as relevant
· seek mutual aid from other services 
· whether the supplier provides services at different sites

	Once the supplier has been restored, declare the response over 

	Recovery 

	Inform Service Director and staff

	Inform patients

	Log incident on Datix

	Ensure Incident Log is complete and accurate







[bookmark: _Toc117000202]5.   Communications
Timely and effective communication with staff, our patients and the public is vital in any incident.

The ELFT communications team can be engaged with to ensure the public and staff are warned and informed of ongoing incidents using the following channels: 
· external internet 
· internal intranet
· Trust wide emails
· Trust wide text messaging 
· Social media 

Section 0 provides the contact details of all the services staff members including primary and secondary work locations, ability to work from home, and home post code. 

Section 8.2 provides the contact list of all the services internal and external suppliers.

[bookmark: _Toc117000203]6.   Staff Welfare 
A Business Continuity incident can be a very high-pressure, stressful situation for staff. It may involve working longer hours in unusual settings with additional pressures that need to be balanced with home commitments. Business Continuity incidents can therefore be very challenging for staff’s physical and mental health. It is important to manage shift lengths and staff rotation, ensure regular breaks with access to refreshments, and provide frequent information updates to maintain staff welfare. 
[bookmark: _Toc117000204]7.   Stand down and recovery
An incident response can be stood down by any one of the following roles, dependent on the level of the incident:
· Service lead
· Service Director
· Director of Operations (or deputy)
· Senior Manager or Director on call

Once the incident has been stood down, the service will endeavour return to normal working as soon as possible. As part of recovery, the service may incorporate new ways of working, using different processes and models. These changes should be captured and updated in this Business Continuity Plan. 

A debrief involving all affected parties will be held within two weeks of the incident. Following this a post incident report will be produced by either the affected Directorate or the Emergency Planning team depending on the level of the incident. An action plan aimed an implementing lessons identified will be compiled. 
[bookmark: _Toc117000205]7.1  Recovery considerations

	Recovery Tasks
	Lead
	Completion date
	Status

	Prioritise activities to resume
	
	
	

	Re-order stock, equipment etc.
	
	
	

	Confirm key comms messages 
	
	
	

	Organise debrief sessions 
	
	
	

	All relevant documents should be collected and a report prepared. 
	
	
	

	Review BIA and BCP
	
	
	




[bookmark: _Toc117000206]8.   Contact details
[bookmark: _Ref50973106][bookmark: _Toc103338187][bookmark: _Toc117000207]8.1  Staff contact details
	Name
	Role
	Primary work location(s)
	Telephone numbers 
	Home postcode if available
	Access to own vehicle / transport?
	Ability to work from home
	Alternative working site 

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	



[bookmark: _Toc103338188][bookmark: _Toc117000208]8.2   Additional contact details
[Complete the table below considering your internal and external suppliers and contacts. 

Include any organisation you are dependent on or the service has regular contact with. Some examples are included below]

	Name
	Telephone 
	Email

	People & Culture Team
	
	

	People & Culture Business Partner
	
	

	Infection Prevention team
	
	

	IT
	
	

	Communications
	
	

	Emergency Planning Team team
	
	

	Senior Manager on call
	
	

	Temporary Staffing
	
	

	Directorate ICR
	
	

	Medicines management
	
	

	NHS Supply Chain
	
	

	Estates eg. NHS Property Service
	
	

	Safeguarding 
	
	

	Finance
	
	

	Divisional management eg CBU manager
	
	

	Key internal teams 
	
	

	Printing services
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[bookmark: _Toc117000210]Incident Log

	Incident log completed by
	

	Contact details
	



	Ref
	Date
	Time
	Action taken
	Action taken by
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